HUMAN RESOURCES MEMORANDUM

#6-2022
DATE: July 11, 2022
TO: Honorable Mayor Meredith Leighty and City Council Members
THROUGH: Heather Geyer, City ManagerW
FROM: Tamara Dixon, HR Director/Chief Diversity Officer C}Z D

SUBJECT: CR-118 — Revised Employee Handbook — Employee Volunteer Program

PURPOSE
To consider CR-118, a resolution approving a revised Employee Handbook, which includes the
Employee Volunteer Program.

BACKGROUND

In April of 2022, Human Resources suggested the addition of an Employee Volunteer Program to
the Employee Handbook. Based on feedback from City Council, a revised program policy was
presented to Council on June 27, 2022, that reduces the volunteer hours available to staff to eight
and puts accountability measures in place.

BUDGET/TIME IMPLICATIONS

The approximate cost to provide 8 hours of volunteer time per year to employees is $110,000
(assumes all employees choose to serve the Northglenn community or another non-profit
organization during the year). As an example, an employee paid at the total compensation rate of
$37.63 per hour receives this additional optional benefit if they choose to participate in the
program. This translates to a value of $301.04 to have this City employee out in the community
supporting important causes.

Staff who utilize volunteer time must flex the hours spent volunteering on a weekend during the
work week. Additionally, volunteer time will not count as hours worked for the purposes of
calculating overtime.

STAFF RECOMMENDATION
Staff recommends approval of CR-118.

STAFF REFERENCE
If Council members have any questions, please contact Tamara Dixon, HR Director/Chief
Diversity Officer at tdixon@northglenn.org or 303.450.8877.

CR-118 — Revised Employee Handbook — Employee Volunteer Program
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SPONSORED BY: MAYOR LEIGHTY

COUNCIL MEMBER'S RESOLUTION RESOLUTION NO.
No. CR-118
Series of 2022 Series of 2022

A  RESOLUTION ADOPTING EMPLOYEE GUIDELINES FOR THE CITY OF
NORTHGLENN, COLORADO

BE IT RESOLVED BY THE CITY COUNCIL OF THE CITY OF NORTHGLENN,
COLORADO, THAT:

Section 1. The Employee Guidelines, attached hereto as Exhibit A, are hereby
approved by the City Council of the City of Northglenn, Colorado pursuant to Section 2-3-3(d) of
the City of Northglenn Municipal Code.

DATED, at Northglenn, Colorado, this day of 2022.
MEREDITH LEIGHTY
Mayor
ATTEST:

JOHANNA SMALL, CMC
City Clerk

APPROVED AS TO FORM:

COREY Y. HOFFMANN
City Attorney
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INTRODUCTION

Welcome to the City of Northglenn. As a member of the City's staff, it is important that you
understand the general values that govern the City's relationship with its employees. The City's goal
is to create an atmosphere that reinforces and supports the City’s values of customer service
excellence, inclusivity, integrity, accountability, respect, and joy to ensure that the needs of the
residents of Northglenn are met. It is the expectation that City employees will conduct themselves
in accordance with these values.

The City believes in the dignity of the individual and that each employee who is hired has the potential
to make a unique contribution to the organization and the community. The City is committed to
diversity in its workforce and practices equal opportunity employment and non-discrimination in the
workplace. The City complies with all state and federal employment mandates.

The City believes that its employees are capable of playing a decisive role in the shaping of the City
and its various departments and divisions. To that end, employees are provided with the best
opportunities available for individual growth and development.

The City Council/Manager form of government is established by the City Charter. The City Manager
has the responsibility to ensure that the residents' needs for municipal services are met. The City
Manager oversees services so that they are provided in a cost-effective, efficient, and professional
manner.

Within the City, there are several operating departments as well as internal services. Depending
upon the type of service, the requirement for structured procedures varies widely. Each department
or operation is therefore responsible for developing and implementing operational guidelines to
ensure the most efficient delivery of services.

Some standardized guidelines are necessary for issues of City-wide concern. The Employee
Handbook addresses these issues in general terms. The content of the Employee Handbook is for
general information only. The language used is not intended to be, nor does it constitute an
employment contract between the City and its employees. The City reserves the right to make final
decisions concerning the interpretation and application of the contents of this document. Questions
regarding issues in the Employee Handbook should be addressed to your supervisor or Human
Resources.

The provisions contained in these documents are meant to act as guidelines, not hard and fast rules
which apply to every situation that may arise. Rather, keeping with the values of customer service
excellence, inclusivity, integrity, accountability, respect, and joy, it is the City's desire that situations
be resolved through mutual collaboration and cooperation whenever possible. When this is not
possible, each situation shall be evaluated on a case-by-case basis.

Again, welcome to the City of Northglenn. The City looks forward to a mutually beneficial relationship
with you as a member of our team.

Amended July 2022
CR-118 - Page 5 of 73



ALCOHOL AND OTHER DRUGS

Purpose: The City, to promote a work environment free from alcohol and drugs, and to support
its commitment to the health, safety, and welfare of the public and employees, prohibits the use
of alcohol and unlawful controlled substances in the workplace.

Employees with Commercial Driver's Licenses: An employee whose position requires the
possession of a valid Commercial Driver's License is subject to and must comply with additional
regulations regarding drug and alcohol use as contained in the Federal Motor Carrier Safety
Regulations (see City Safety Manual - DOT Drug and Alcohol Guideline).

Prohibition Against Controlled Substances: No employee shall engage in the unlawful
manufacture, distribution, dispensation, possession, or use of controlled substances in the
workplace. Further, no employee shall report to work or be at work while impaired or under the
apparent influence of an unlawful or lawful controlled substance. Employees with Commercial
Driver’s Licenses and employees of the Northglenn Police Department shall specifically also be
prohibited from the off duty use of marijuana, regardless of whether they are impaired or under
the apparent influence of marijuana in the workplace, because marijuana is a Schedule |
controlled substance under the Federal Controlled Substance Act, 21 U.S.C. § 812 and is thus
illegal under federal law.

Restriction Regarding Use of Alcohol or other controlled substances: No employee shall report
to work or be at work while impaired or under the apparent influence of alcohol. The City strongly
discourages the consumption of alcohol by employees under any circumstances where such
consumption might interfere in any way with the performance of the individual's duties and
responsibilities, violate any law governing the consumption of alcohol or degrade the public trust.

Restriction Regarding Use of Medication: No employee shall report to work or be at work if
impaired by prescribed or over-the-counter medications. Employees are expected to use
prescription and over-the-counter medications in an appropriate manner and dosage and are
expected to know whether the appropriate use of such medications may impair their ability to
perform their jobs safely and competently.

Testing for Alcohol and Unlawful Use of Controlled Substances: In the event that a supervisor
has reasonable suspicion to believe that an employee is impaired, the employee may be required
to undergo testing for alcohol and controlled substances. Refusal to undergo such testing may
result in termination from City employment. Refusal to undergo testing also includes failing,
without a valid medical reason, to provide an adequate breath and/or urine sample or engaging
in conduct that clearly obstructs the testing process (i.e., refusing to sign required documents, not
providing proper identification, tampering with samples, etc.).

During normal business hours, employees, suspected of being under the influence, should be
transported to the City's designated medical provider for testing. After business hours and on
weekends, employees should be transported to the nearest emergency facility.

Impaired: For the purposes of this guideline, an employee shall be deemed "impaired" if the
employee has consumed an alcoholic liquor or beverage or consumed or ingested a drug which
affects the employee to the degree that it is apparent the employee is less able, either mentally
or physically or both, to exercise clear judgment or perform in a competent manner, the duties
and tasks assigned to the employee. An employee shall conclusively be deemed impaired if the

CR-118 - Page 6 of 73



employee's Breath Alcohol Content is equal to or more than .05, or if the employee tests positive
for unlawful use of controlled substances.

Applicability:

This guideline applies to all employees working for the City, including on a contractual or
voluntary basis.

1. The City recognizes alcohol and drug abuse as a potential health, safety, and security
problem. The City expects all employees to assist in maintaining a work environment
free from the effects of alcohol, drugs, or other intoxicating substances. Compliance with
this guideline is made a condition of employment.

2. Notification of Criminal Conviction: Any employee convicted of a criminal drug statute
violation which occurred in the workplace shall report the conviction in writing to the
employee’s department director no later than five (5) days after such conviction. In
addition, any employee whose duties include the enforcement of criminal drug statutes
who is charged with or convicted of such a crime, regardless of whether such
charge/conviction arose from an incident which occurred while on duty, shall report the
same to the employee’s department director within five (5) days of such
charge/conviction.

Employees who notify the City that they have been convicted of criminal drug statute
violation which occurred in the workplace will be appropriately disciplined up to and
including termination.

3. Any violation of this guideline will result in corrective or disciplinary action, up to and
including termination, under the City’s guideline for discipline.

4. Employees who have an alcohol or drug abuse problem are strongly encouraged to use
the Employee Assistance Program available through the Human Resources Department.

Workplace: The term "workplace” includes City facilities and premises; work sites; City vehicles
and equipment; or any place the employee is performing a duty within the scope of the employee’s
employment. An employee is considered to be performing a duty within the scope of employment
while on standby.

Employee Assistance Program: For the benefit of employees who may be affected, either
personally or in the course of their personal lives, by problems associated with substance abuse,
the City provides an Employee Assistance Program. The Employee Assistance Program may be
accessed voluntarily and confidentially by any employee or family member at any time. The City
may also make mandatory referrals to the Employee Assistance Program as may be necessary
to ensure compliance with this guideline.

Information regarding the program is available through Human Resources and is distributed to
employees at the time of hire and periodically throughout the year. The Employee Assistance
Program is completely confidential, may be accessed by full and part-time employees and their
family members, and is not restricted to matters of substance abuse.

e The City will review its commitment to maintaining a drug-free workplace (and the
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guidelines for conduct pertaining to this commitment);
o inform employees of available drug rehabilitation and employee assistance programs.

Co-worker Responsibility: Any employee who suspects that another City employee is in
violation of this guideline is required to contact such employee’s supervisor, department head,
Human Resources or Risk Management immediately.

Supervisory Responsibilities: City supervisors are responsible for knowing, understanding, and
enforcing the provisions of this guideline under all circumstances, and for reporting any criminal
drug statute violation involving an employee which occurred in the workplace to the appropriate
department director immediately.

Supervisors who observe behavior that indicates that any employee may be abusing drugs (legal
or illegal) and/or alcohol should contact their department head and Human Resources
immediately.

In the event that neither the department head nor Human Resources can be reached, the
supervisor should contact Risk Management or the City's Employee Assistance Program provider
(24-hour coverage) for guidance.

A supervisor is responsible for relieving an employee from duty immediately if there is a concern
for personal safety or the preservation of public or private property, materials, equipment and/or
facilities. In such situations, the department head and Human Resources shall be naotified
immediately. If the employee appears to be impaired to the point where the employee is a danger
to themself or others, emergency assistance should be sought by contacting 911.

Questions regarding this section should be referred to Human Resources or Risk Management.
City Responsibility:  The City is required to take appropriate action to notify a federal granting

agency within 10 days after it has received notice of the conviction of an employee of a workplace
violation of a criminal drug statute.
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CODE OF ETHICS

Purpose: Itis the intent of the City to ensure that all city employees adhere to high ethical conduct
so that the public will have confidence that the City’s government operates in a fair, ethical, and
accountable manner.

Scope: This guideline applies to all City departments and all City employees, regardless of
employment status.

Guideline: All employees of the City shall adhere to the letter and spirit of the Code of Ethics and
strive to avoid situations which create impropriety or the appearance thereof.

Rules of conduct for all City employees:

(1) A City employee shall not:

(a) Disclose or use confidential information acquired during the employee’s official duties
in order to further substantially the employee’s personal financial interests; or

(b) Accept a gift of substantial value or a substantial economic benefit tantamount to a gift
of substantial value:

() Which would tend improperly to influence a reasonable person in the person’s
position to depart from the faithful and impartial discharge of the person’s public
duties; or

(I Which the person knows or which a reasonable person in the person’s position
should know under the circumstances is primarily for the purpose of rewarding the
person for official action the person has or have taken.

(2) An economic benefit tantamount to a gift of substantial value includes without limitation a
loan at a rate of interest substantially lower than the commercial rate then currently
prevalent for similar loans and compensation received for private services rendered at
a rate substantially exceeding the fair market value of such services.

(3) The following shall not be considered gifts of substantial value or gifts of substantial
economic benefit tantamount to gifts of substantial value for purposes of this section:

(a) An occasional nonpecuniary gift, insignificant in value;

(b) A nonpecuniary award publicly presented by a nonprofit organization in recognition of
public service;

(c) Payment of or reimbursement for actual and necessary expenditures for travel and
subsistence for attendance at a convention or other meetings at which such City
employee is scheduled to participate;

(d) Reimbursement for or acceptance of an opportunity to participate in a social function

or meeting which is offered to such City employee which is not extraordinary when
viewed considering the position held by such City employee;
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(e) Items of perishable or nonpermanent value, including, but not limited to, meals,
lodging, travel expenses, or tickets to sporting, recreational, educational, or cultural
events; not to exceed $100.00 annually.

(f) Payment for speeches, appearances, or publications; and

(g)Payment of salary from outside employment in accordance with other applicable City
policies.

CR-118 - Page 10 of 73



COMPUTER USE, SECURITY, DATA DISPOSAL & BREACH POLICY

Background and Purpose: Data breaches, or the unauthorized release or access of personal
information, are increasingly common occurrences whether caused through human error or
malicious intent. The purpose of this Data Disposal and Security Breach Policy is to avoid
Security Breaches and when necessary, respond to such incidents in an organized way. The
City adopts the following procedures in compliance with state law, C.R.S. § 24-73-101, et seq.,
which requires the City to adopt written policies for the disposal of documents containing
Personal Identifying Information and to specify the notification procedures to Affected Residents
during a Security Breach.

Scope: This policy applies to all individuals employed by the City or representing the City as an
agent or elected or appointed official, as well as all Third-Party Service Providers contracted
with the City for the destruction, recycling, disposal, storage, or handling of Print or Electronic
Media that contains Personal Identifying Information or Personal Information.

Definitions: For purposes of this Policy, the following terms shall have the following meanings:
"Affected Colorado Resident" means a current resident of Colorado whose Personal Information
has been obtained or is reasonably believed to have been obtained by an unauthorized party in
the event of a Security Breach.

"Colorado Resident" means an individual who resides in Colorado for 90 consecutive days
immediately preceding the Security Breach or who was domiciled in the state on the date of the
Security Breach. A person's domicile is in Colorado if the person's place of abode is in Colorado
and that person, whenever absent, has the present intention of returning after a departure or
absence, regardless of the duration of the absence.

"Electronic Media" means intangible computerized data and includes the tangible equipment on
which the intangible data is stored or was once stored.

"Information Technology" means the Information Technology Department of the City of
Northglenn.

"Personal ldentifying Information" means a social security number; a personal identification
number; a password; a pass code; an official state or government-issued driver's license or
identification card number; a government passport number; biometric data, as defined in C.R.S.
8§ 24-73-103(1)(a); an employer, student, or military identification number; or a financial
transaction device, as defined in C.R.S. 8§ 18-5-701(3).

"Personal Information" means:

i A Colorado Resident's first name or first initial and last name in combination with
any one or more of the following data elements that relate to the resident, when the data
elements are not encrypted, redacted, or secured by any other method rendering the
name or the element unreadable or unusable: social security number; driver's license
number or identification card number; student, military, or passport identification number;
medical information; health insurance identification number; or biometric data, as defined
in C.R.S. 8§ 24-73-101(1)(a);
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ii. A Colorado Resident's username or e-mail address, in combination with a
password or security questions and answers, that would permit access to an online
account; or

iii. A Colorado Resident's account number or credit or debit card number in
combination with any required security code, access code, or password that would permit
access to that account.

iv. "Personal Information" does not include publicly available information that is
lawfully made available to the general public from federal, state, or local government
records or widely distributed media.

"Print Media" means physical documents, including notes or records that are computer printed,
copied, handwritten, or otherwise manifested into tangible form.

"Security Breach" means the unauthorized acquisition of unencrypted computerized data that
compromises the security, confidentiality, or integrity of Personal Information in the possession of
the City. Good faith acquisition of Personal Information by an employee or agent of the City for
City purposes is not a Security Breach if the Personal Information is not used for a purpose
unrelated to the lawful City purpose or is not subject to further unauthorized disclosure. A Security
Breach is deemed to have taken place when there is sufficient evidence to conclude that such a
breach has occurred.

"Third-Party Service Provider" means an entity that has been contracted or retained by the City
to maintain, encrypt, store, recycle, dispose of, destroy, or otherwise handle or process Personal
Information or Personal Identifying Information for or on behalf of the City.

"Users" means all City staff, elected officers, and appointed officers who have access to City-held
Personal ldentifying Information or Personal Information, whether such access is authorized.

A. Data Disposal Policy: General. This policy covers all records and documents,
regardless of physical form, that contain Personal Identifying Information. As new
equipment is obtained and older equipment and media reach end of life, sensitive
information on surplus equipment and media must be properly destroyed and otherwise
made unreadable to protect Personally Identifiable Information. Physical documents must
also be disposed of properly to avoid inadvertent disclosure. This policy specifies
guidelines for how records and equipment should be destroyed and is designed to ensure
compliance with state law to eliminate the risk of releasing sensitive personal information
of Colorado Residents.

B. Data Disposal Procedures: When paper or electronic documents or equipment
that contain or once contained Personal Identifying Information are no longer needed, as
determined by a records retention schedule, the City shall destroy or arrange for the
destruction of such documents or equipment that remain under its custody or control. All
computer desktops, laptops, hard drives, and portable media must be processed through
Information Technology or an authorized Third-Party Service Provider for proper disposal
in accordance with these data disposal procedures. Paper and hard copy records shall
be disposed of in a similarly secure manner as specified by these data disposal
procedures.
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Print Media that contains or once contained Personal ldentifying Information shall be
disposed of by one (or a combination) of the following methods:

i. Erasing. Erasing or otherwise removing Personal Identifying Information
from documents in a manner that makes the information unreadable or
indecipherable by any means;

ii. Shredding. Shredding using cross-cut shredders;

iil. Shredding Bins. Disposal using locked bins located on-site using a
licensed and bonded information disposal contractor; or

iv. Incineration.  Physically destroyed using a licensed and bonded
information disposal contractor.

Electronic Media that contains or once contained Personal Identifying Information shall be
disposed of by one of the following methods:

i. Overwriting Magnetic Media. Overwriting uses a program to write binary
data sector by sector onto the Electronic Media that requires sanitization;

il. Degaussing. Degaussing consists of using strong magnets or electric
degaussing equipment to magnetically scramble the data on a hard drive into an
unrecoverable state; or

iil. Physical Destruction. Implies complete destruction of Electronic Media by
means of crushing or disassembling the asset and ensuring that no data can be
extracted or recreated.

Information technology documentation, hardware, and storage that has been used to
process, store, or transmit Personal Identifying Information shall not be released into
general surplus or recycled until it has been sanitized and all stored information has been
cleared using one of the above methods to make the Personal Identifying Information
unreadable and indecipherable or otherwise removed.

C. Application to Third-Party Service Providers. Any contract with a Third-Party
Service Provider for the disposal or recycling of Electronic Media or Physical Print Media
must contain a provision verifying that the Third-Party Service Provider has procedures
for proper disposal in accordance with C.R.S. § 24-73-101(1), as amended.

Security Procedures and Practices Policy

A. General. The City is responsible for activities that require the collection of
confidential or sensitive Colorado resident data, which include, for example: information
discovered and disclosed in employee and volunteer background checks, customer and
credit information for utilities and pay services, victim information in police reports, voting
records, and internal personnel and payroll records. The City has adopted the policy
below to reasonably protect Colorado Resident Personal Identifying Information that is
collected, used, shared, and stored by the City.

B. Use of Computers and Passwords. Only City employees and other specifically
approved persons are authorized to use or access the City's computers. Users may only
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use computer software and related equipment in the direct performance of their assigned
duties. The City has the right to inspect all files stored in private areas of the network or
on individual computers or storage media to ensure compliance with this Policy and state
and federal law. All Users shall create complex passwords that allows them to access the
network and systems, including email. A User may not share or offer the use of the users’
password, and unauthorized use of another User's password is prohibited. Should a User
believe their password has been compromised or made available to others, they must
immediately reset/change their password and notify Information Technology.

C. Use of Electronic Mail. All electronic mail ("email") sent by a User on behalf of the
City or in the performance of employment or official tasks shall be sent from the User's
password protected official email account, and no personal accounts shall be used to
complete non-City related duties. Email passwords shall not be shared, and unauthorized
use of another User's email account is prohibited. Each User provided with an email
account acknowledges that the City reserves the right to monitor email messages
(including personal/private/instant messaging systems) and their content, as well as all
use of the Internet and of computer equipment used to create, view, or access email and
Internet content. Users must be aware that the email messages sent and received using
City equipment are not private and are subject to viewing, downloading, inspection,
release, and archiving by the City at any time.

D. Internet Connection and Online Activity. The Internet represents a potentially
destructive source for computer viruses and poses a particular threat to maintaining the
integrity and safety of City-held data that contains Personal Identifying Information;
therefore, great care must be taken regarding any files that are downloaded. All users
with Internet access must have current anti-virus software running at all times, as set forth
in Section 5(E) hereof. Downloaded files (word processing documents,
spreadsheets/charts, images, etc.) must be scanned with current antiviral software before
execution or first use. Use of City computers, networks, and Internet access is a privilege
and access may be revoked for inappropriate conduct, including without limitation:

i. Failing to log off any secure, controlled-access computer or other form of
electronic data system to which the User is assigned, if the User leaves such
computer or system unattended;

il. Causing congestion, disruption, disablement, alteration, or impairment of
the City's networks or systems;

iil. Engaging in unlawful or malicious activities that violates the laws and
regulations of the United States or any other nation or any state, city, province, or
other local jurisdiction in any way;

iv. Deliberately propagating any virus, worm, Trojan horse, trap-door program
code, or other code or file designed to disrupt, disable, impair, or otherwise harm
either the City's networks or systems or those of any other individual or entity; and

V. Defeating or attempting to defeat security restrictions on City systems and
applications.
E. Antivirus and Antimalware. All workstation and server-based assets used for City

business, whether connected to the City network or as standalone units, must use City

10
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approved antivirus/antimalware protection software and configuration provided by the City
and apply security patches as released. To ensure the integrity and safety of Personal
Identifying Information held by the City and minimize the risk presented by viruses and
malware, the following prohibitions are in place:

I. Settings for the virus protection software must not be altered in a manner
that will reduce the software effectiveness;

ii. Virus protection software must not be disabled or bypassed.

Any threat that is not automatically cleaned, quarantined, and subsequently deleted by
malware protection software must be reported to Information Technology. If a user
suspects that the system may be infected, the following actions must be taken:

i. Inform Information Technology immediately;
ii. Switch off the machine;
iii. Take appropriate measures to ensure no-one uses the machine; and

iv. Inform Information Technology of any actions taken which may have
caused the infection.

F. Security Updates. All workstation and laptop devices used for City business must
be kept up to date with security patches. To ensure the integrity and safety of Personal
Identifying Information held by the City and minimize the risk presented by viruses and
malware, the following policies are in place:

i. Updates for Windows and applications installed on city computers are
automatically released on a regular basis by Information Technology to devices connected
to the network;

ii. It is the user’s responsibility to install security updates on the device(s)
they use when prompted.

iii. Apple computers, laptops and tablets assigned to individual employees
receive security updates over the Internet and must be managed by those employees;
and

iv. Security updates should be installed as soon as possible after release.
G. Network Device Security and Use of Network Server. Network services are an
essential component of the City's information resources. Routers and switches physically
(and virtually) separate logical networks through configuration and protocol management.
Effective management of these important network devices helps to protect internal
network resources from external risks, so:

i. Areas where physical network components reside shall be secured at all
times to prevent unauthorized access or tampering;

11
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ii. All Personal ldentifying Information must be stored on the City's network,
and may not be stored on desktop computers or any type of portable device
including flash drives;

iil. The City will perform regular backups of user files stored on the City's
network servers; and

iv. Users may be permitted access only to approved City resources and
systems and may be restricted from accessing certain documents and folders on
the network that contain sensitive information.

Users who are not directly involved in the City's information security systems management
shall not:

i. Extend or re-transmit City network services by installing a router, switch,
hub, or wireless access point on any City-administered network;

ii. Install any network hardware or software that provides network services
without the express authorization of Information Technology;

iii. Alter network hardware in any way; or

iv. Download, install, or run security programs or utilities that reveal
weaknesses in the security of a system unless authorized by Information
Technology.

H. Remote Access and Personal Devices. Remote access to the City network shall
be subject to Department Head approval. Users shall not bring personal computers to the
workplace or connect them to City electronic systems or the network unless expressly
permitted to do so. Personal devices should only be connected to the City’s Wi-Fi network
and never plugged into a network data port. If permission to bring personal devices to
work to perform employee duties is granted, or if permission to connect a device for remote
access to the network is granted, the User's personal device becomes subject to the
requirements of this Policy and the User is solely responsible for ensuring compliance.
Access may be restricted on certain applications and data sources that, due to their
sensitive nature, may not be accessed by personal devices.

l. Workstation Security. Users shall consider the sensitivity of the information that
may be accessed and minimize the possibility of unauthorized access at their
workstations. Physical access to workstations shall be restricted to authorized personnel.
Users shall prevent unauthorized viewing of information on a screen by:

i. Ensuring monitors are positioned away from public view;

ii. If necessary, installing privacy screen filters or other physical barriers to
prevent public viewing;

iii. Manually activating a password protected screen saver when leaving the
workstation;

iv. Exiting running applications and closing any open documents; and
12
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V. Ensuring workstations are logged off at the end of each business day.

J. Mobile and Portable Devices. Devices such as smartphones, tablets and laptops
are included in this group. Due to the portable nature of these devices, users must take
additional precautions when using them:

i. Devices must be protected by a password or PIN that is activated after no
longer than 15 minutes of inactivity;

il. Users must report all lost or stolen devices to their supervisor and
Information Technology immediately;

iii. Devices must be kept up to date with security patches and operating
system updates;

iv. Devices must not be “jailbroken” or “rooted” or have any software/firmware
installed which is designed to gain functionality not intended to be exposed to the user;

V. Users may only load city or Pll data that is essential to their role on mobile
or portable devices;

Vi. Users must not install unapproved, pirated, or illegal software or apps not
downloaded from the official Google Play or Apple store. Contact Information Technology
for assistance;

K. Employee Termination. When an employee retires, is terminated, or otherwise
leaves employment with the City, access to systems and applications will be immediately
terminated. Employee work records and data stored locally or on servers shall be
preserved. Accounts of individuals on extended leave (more than 30 days) shall be
temporarily disabled. Termination of employment shall be classified as either friendly or
unfriendly. Friendly terminations occur when an employee departs employment with the
City on agreeable terms with no reasonable expectation of posing a risk that would result
in a Security Breach, and procedures are as follows:

i. Remove access privileges and computer accounts within a reasonable time
of termination;

ii. Repossess access keys to the office and office furniture and equipment;

iii. Brief the departing employee on the continuing responsibilities for
confidentiality and privacy;

iv. Instruct the employee to return all City property, work product, documents,
and equipment; and

V. Insure interim or replacement staff's ability to access data.
Unfriendly terminations are events that have the potential for adverse consequences that

may result in a Security Breach, so coordination between the termination of access and
the termination of employment should occur, and procedures are as follows:
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i. Remove access privileges and computer accounts as soon as possible, or
if the employee is immediately terminated, remove system access at the same
time or immediately prior to the notification and dismissal;

ii. Repossess access keys to the office and office furniture and equipment;

iil. Brief the departing employee on the continuing responsibilities for
confidentiality and privacy;

iv. Instruct the employee to return all City property, work product, documents,
and equipment; and

V. Communicate with the City Attorney to determine whether assets need to
be preserved for legal review, chain of custody, or other investigative events.

L. Print Media Security. Print media containing Personal Identifying Information shall
be stored in a secure location when not in immediate use, such as a locked cabinet or an
unlocked cabinet in a locked room. Physical access to such documents should be
sufficiently restricted to protect the information from those who do not have permission to
access that material. Visitors should always be escorted and easily identifiable when in
areas that may contain sensitive information. When Print Media containing Personal
Identifying Information is no longer needed, it shall be disposed of in accordance with the
Data Disposal Policy.

M. Application to Third-Party Service Providers. Information disclosed to a Third-
Party Service Provider by the City must remain protected under the Third-Party Service
Provider's own security procedures and practices policy. If the Third-Party Service
Provider does not have such a policy, or if such policy does not protect the disclosed
information to the same extent or greater than does the City's policy, then the Third-Party
Service Provider is required to follow the City's Security Procedures and Practices Policy
to help protect Personal Identifying Information from unauthorized access, modification,
disclosure, or destruction. Any contract with a Third-Party Service Provider shall contain
such a requirement.
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Security Breach Notification

A. General. This policy covers all electronic equipment, records, and documents that
contain or once contained Personal Information. If the City at any point in time becomes
aware of sufficient evidence to draw a conclusion that a Security Breach has occurred or
reasonably may have occurred, it should employ the procedures in this Security Breach
Notification Policy.

B. Impact Investigation Procedures. If the City is notified or becomes aware that a
Security Breach may have occurred, it must in good faith conduct a prompt investigation
to determine the likelihood that Personal Information has been or will be misused.
Information Technology or its Third-Party Service Provider will investigate the potential
breach and assess the risks associated with it, if any. The impact investigation must
consider the following in determining whether a Security Breach has occurred:

i. The type of data involved and its sensitivity;
ii. The protections which are in place (e.g., encryption);

iii. Whether the data has been lost or stolen;

iv. Whether the data could be put to an unauthorized use;
V. Who the impacted individuals are;

Vi. Where the impacted individuals reside;

Vii. The number of individuals involved;

viii. The potential effects on those impacted individuals; and
iX. Whether there are wider consequences to the breach.

If the investigation determines that there has been no Security Breach or misuse of
Personal Information is not reasonably likely to occur, then no further action by the City is
required. If the investigation determines that there is sufficient evidence to conclude that
a Security Breach has taken place, or misuse of Personal Information has occurred or is
reasonably likely to occur, then Sections 6(C) and 6(D) apply.

C. Notice to Affected Colorado Residents. If the investigation reveals that a Security
Breach has occurred, the City shall provide notice to Affected Colorado Residents in the
most expedient way possible and without unreasonable delay, but no later than 30 days
after the date of determination that a Security Breach has occurred. Notification may be
delayed only if a law enforcement agency determines that notice will impede an ongoing
criminal investigation but must be provided within 30 days after the law enforcement
agency determines that notification will no longer impede the investigation. Notice shall
be provided by one or more of the following methods:

i. Written notice to the postal address listed in the City's records;

ii. Telephonic notice;
15
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iii. Electronic notice if such method has been the primary means of
communication between the City and the Affected Resident; or

iv. Substitute notice, but only if the cost of providing notice to the Affected
Residents will exceed $250,000 the number of Affected Residents exceeds
250,000 people, or the City does not have sufficient contact information to provide
any of the above methods of notice. Substitute notice may be completed only by
performing all of the following actions: email notice, to the extent such addresses
are available; conspicuous posting of the notice on the City's website; and
notification to major statewide media.

Notice of a Security Breach shall include the following:
i. The date, estimated date, or estimated date range of the Security Breach;

ii. A description of the Personal Information that was that was acquired or
reasonably believed to have been acquired as part of the Security Breach;

iii. The contact information of the City;

iv. The toll-free numbers, addresses, and websites for consumer reporting
agencies;

V. The toll-free number, address, and website of the Federal Trade
Commission;

Vi. A statement that the resident can obtain information about fraud alerts and
security freezes from the Federal Trade Commission and the credit reporting
agencies; and

Vii. If applicable, disclosure that encrypted or otherwise secured personal
information has been acquired along with the encryption key or other means of
deciphering the secured information.

Notice of a Security Breach where Personal Information is determined to have been
misused or is reasonably likely to be misused shall include the above notice requirements,
with the addition of directions to promptly change passwords and security questions and
answers, or directions on how to take other appropriate steps to protect online accounts
for which Personal Information was breached. Compliance with this notice provision is
not achieved by sending notice of the Security Breach to a City-provided email account.
Another method consistent with the above accepted means must be used. No costs shall
be imposed upon Affected Colorado Residents to facilitate these notices.

D. Notice to Other Parties. In addition to the Affected Residents, notice of a Security
Breach shall be provided to the Colorado Attorney General if it is reasonably believed that
a Security Breach affected 500 or more Colorado Residents. Such notice shall be
provided within 30 days after the date of determination that a Security Breach has
occurred. In addition to the Affected Residents and the Colorado Attorney General, notice
of a Security Breach shall be provided to all consumer reporting agencies that compile
and maintain files of consumers on a nationwide basis if it is reasonably believed that a
Security Breach affected 1,000 or more Colorado Residents. Such notice to the consumer
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reporting agencies shall include: the anticipated date of the notification to the Affected
Residents; and the approximate number of Affected Residents.

E. Application to Third-Party Service Providers. Third-Party Service Providers must
give notice to and cooperate with the City in the event of a Security Breach that results in
misuse of Personal Information or a likelihood that Personal Information will be misused.
Notice shall be provided in the most expedient time possible and without unreasonable
delay, and information relevant to the Security Breach shall be disclosed. A Third-Party
Service Provider's refusal to comply with this Section is a violation of C.R.S. § 24-73-
103(2)(g) and could be subject to legal action by the Colorado Attorney General.

Enforcement: Employees found violating this policy may be subject to disciplinary action, up to
and including termination. A Third-Party Service Provider who refuses to comply with this policy
may not be contracted with or retained unless it can be shown that the Third-Party Provider has
adopted a similar policy that meets all the requirements of C.R.S. § 24-73-101, et seq., and
which policy will remain in effect for the life of the contract or retainer. Elected officials who
violate this policy may be subject to public censure.

Distribution: This policy shall be distributed to all City employees, elected, and appointed
officials, and to any qualifying Third-Party Service Provider.
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EMERGENCY CONDITIONS INFORMATION

Introduction: All City facilities are considered open for business regardless of weather conditions,
fire damage, natural disaster, or other unusual circumstances unless officially designated as
CLOSED by the City Manager or the City Manager’s designee, or the Chief of Police.

When Facilities are Open: The decision to report to work when unusual conditions prevail shall
normally reside with the employee except in the case of designated emergency personnel who shall
be expected to report as instructed or scheduled by their departments. Emergency personnel are
designated by the Department Head in each department. In the case of both emergency and non-
emergency personnel, the City reserves the right to provide transportation for the employee and to
require the employee to report to work.

All non-emergency personnel will exercise one of the following options:

1. Report to work as scheduled - all hours worked during the normal shift shall be paid at the
employee's regular rate of pay.

2. Charge any time that the employee does not work due to emergency conditions to:
a. Scheduled General Leave
b. Personal Leave
C. Leave without Pay (only if general leave and personal leave have been exhausted)
d. Petition the Department Head and receive approval to work a substitute work

schedule on an hour-for-hour basis until all time not worked has been restored. Note:
For non-exempt employees this option applies only to the regular work week.

In the event that emergency personnel are unable to report to work, they must also utilize one of the
above options for all work time that is missed. The employee is responsible for contacting the
Supervisor, Department Head, or designated departmental representative if the employee is unable
to report to work.

When the City Manager Closes City Facilities: Should circumstances become so critical that the City
Manager, or designee, declares the City facilities closed when they would normally be open, the
following provisions will apply:

1. Emergency personnel - As designated by their respective departments shall be expected to
report to work as directed or scheduled.

2 Non-emergency personnel - Will NOT report to work unless specifically requested to do so
by their Supervisor with the approval of the Department Head or designee. All time not
worked shall be counted as Administrative Leave.

All personnel that are requested to and do report to work shall be compensated at the base
rate of pay for all normal hours worked. Hours in excess of the regular work schedule shall
be compensated according to OVERTIME provisions as applicable. Additionally, general
leave hours will be added to the accruals on an hour for hour basis for those essential
personnel who do work during a facility closure.

3. In cases of inclement weather or other circumstances of regional impact, employees
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should check work email, the public website www.northglenn.org, major news outlet listings
(KOA 850 AM radio, Denver Post, and local TV news outlets), or the employee phone hotline
303-450-8885 for information on closure/delayed opening of City facilities.
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EMPLOYEE IDENTIFICATION CARDS

It is the practice of the City of Northglenn to issue employee identification (ID) cards to all full-time
and part-time employees, including interns. Employee ID cards may also be issued to other
employees who come in direct contact with the public, work in remote job sites, or as requested
by the department.

The employee ID card contains the following information:

Employee’s Photo
Employee Name
Employee Number
Employee Department

Some departments may require additional information as needed.

The employee ID card must be carried or worn at all times when an employee is acting in an
official capacity. Field employees shall carry their identification at all times in a manner in which it
does not interfere with any equipment. The employee ID card shall be used as identification if
requested by a member of the public or another City employee. Human Resources is responsible
for collecting and destroying the ID card at the end of the employee’s employment. At no time
shall an employee share the employee’s ID card with any person.
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EMPLOYMENT OF RELATIVES

To avoid potential conflicts of interest, the appearance of favoritism, and to protect public
confidence in the objectivity of governmental processes, the City regulates the employment of
relatives. Therefore, persons related to each other shall not work in the same department
where one relative will directly supervise the other. Relatives of Department Directors are not
eligible to work in that Director’s department.

In addition, the City will take necessary and appropriate steps to ensure the security of public
interest when one relative audits, verifies, receives, or is entrusted with the issuance of monies
received or handled by a relative or when one relative has access to the confidential records of
the City.

Immediate family of elected City officials are not eligible for regular full-time employment with
the City. In the event that a member of an employee's immediate family is elected to Council
the employee will cease to be eligible for City employment during the term of office of the
individual’s immediate family. After the term of office for the immediate family has ended, the
employee may re-apply for City employment as vacancies occur.

Immediate family includes spouses, including common law spouses, partners in a domestic
partnership, partners in a civil union, parents, grandparents, siblings, children, and

grandchildren, as well as members of stepfamilies, foster families, adoptive families and in-laws’
families living in the same household.
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EMPLOYEE VOLUNTEER PROGRAM

PURPOSE

Itis the purpose of the City of Northglenn to add an Employee Volunteer Program to our employee
benefit offerings. The intention of this program is to create community engagement opportunities
for City of Northglenn employees that are meaningful, purposeful and helps those in need. At the
same time, the City of Northglenn recognizes that participating in these activities will also enrich
and inspire the lives of our employees. “Community” is not defined as just local community but
may encompass a global perspective or City-sponsored events.

GUIDELINE

All regular full-time and part-time employees of the City of Northglenn are eligible to participate in
this program after successful completion of the probationary period. The employee must be in
good standing. The employee must provide reasonable notice (a minimum of 14 days) to their
supervisor and work responsibilities will take priority over the volunteer request. Employees can
choose a non-profit organization or City-program of their choice or work together with their
departments on a team volunteer activity.

All regular full-time and part-time* employees can volunteer up to 8 hours (1 day) per calendar
year with a nonprofit organization, or at a City-sponsored event in accordance with the City of
Northglenn’s volunteering guidelines. More than one organization or event may be chosen.

o Employees will be paid at their normal rate of pay for the hours volunteered.

If the employee is volunteering on a day outside of their normal work schedule, the
employee must flex the time within the same pay period. As an example, if an employee
who works Monday through Friday volunteers 4 hours on a Saturday, 4 hours must be
flexed during the work week.

o Employees must have the Director or Sponsor of any volunteer opportunity sign the
Volunteer Acknowledgement form verifying hours volunteered. This form must be provided
to the employee’s supervisor upon completion of the volunteer opportunity. Completed
forms must be returned to Human Resources for volunteer hours tracking purposes.
Volunteer time will not count as hours worked for the purposes of calculating overtime.

¢ Volunteer time can be taken in the following increments:

o Employees can volunteer a maximum of 8 hours per calendar year (4 hours for
part time employees).

o Minimum of 2 hours per volunteer opportunity.

o Employee timesheets must be completed using the appropriate volunteer time
code.

o *Part-time employees are eligible at a pro-rated schedule if their regularly
scheduled hours are 20 or more per week.

o Employees who work a 4/10 or 9/80 schedule must account for the appropriate number of
hours when utilizing volunteer time. As an example, if an employee working a 4/10
schedule utilizes volunteer time, the employee must account for 8 hours of volunteer time
and two hours of general leave must be submitted to account for their 10-hour shift.
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INELIGIBILITY

Employees are ineligible to participate in the volunteer program if:
e The employee is on a Performance Improvement Plan (PIP).
¢ The employee violates the provisions of the program.

e The employee has given notice of intent to separate employment with the City of
Northglenn.

e The volunteer program is discontinued. The City of Northglenn reserves the right to
modify, amend, suspend, or discontinue this program at any time without prior notice. The
City of Northglenn also reserves the right to revoke approval if it is felt that the employee
iSs misusing the program.

QUESTIONS

Employees who have any questions or concerns, or who need additional information regarding
this guideline should contact their Supervisor or Human Resources.
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FELONY OFFENSES OR OFFENSES INVOLVING MORAL TURPITUDE

An employee who is arrested for any felony offense or offenses involving moral turpitude must
report the arrest to their immediate supervisor within three calendar days of the arrest. An
employee who is convicted of or receives deferred adjudication for such an offense must also
report that event to their immediate supervisor within three days of the event.

Moral turpitude includes, but is not limited to, the following:

Dishonesty

Fraud

Deceit

Theft
Misrepresentation
Deliberate Violence

ouprwNE

A supervisor who receives a report from an employee regarding an arrest or conviction of an
employee must report that information to Human Resources immediately.
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FLEXIBLE WORK ARRANGEMENTS

PURPOSE

The City of Northglenn acknowledges the changing nature of work, including business-to-
business fluidity, technology and personal devices, increased expectations for customer service,
and the needs of employees who expect more variety in work/life balance options. The City
welcomes employees who believe they might better serve the City using a flexible work
arrangement to start a conversation with their supervisor, or to speak with Human Resources for
guidance. This policy applies to all regular City employees in positions that are readily adaptable
to telework and flexible scheduling opportunities. New employees, or current employees
transitioning to a new job, will be subject to an evaluation period based on the department’s
circumstances to determine the appropriate eligibility and incorporation of these opportunities.

GUIDELINE

Eligible positions will be determined by the Department Director and be based on functional role
and business needs. Flexible work arrangements, to include telework and a compressed work
week, are voluntary alternative work arrangements in which part of the weekly scheduled work is
performed at home or at an alternate work location, or a set schedule where an employee’s shift
varies from the normal business hours, on a full-time, part-time, or intermittent basis, and
generally:

Must provide a business benefit to the City;

Requires the approval of the Department Director and the appointee, or designee;

Is not available to all positions and employees;

Applies only to positions which can effectively and efficiently be accomplished from

another location with minimal supervision required;

e Employees are responsible for their own performance and conduct as required by the
duties of the position;

e Supervisors are responsible for setting performance expectations, performance
management and accountability for their employees and work product; and

o A flexible work arrangement is considered a perk for employees to work more flexibly.

DEFINITIONS OF FLEXIBLE WORK ARRANGEMENTS

1. Flexible Schedule — A flexible schedule is one where an employee’s start and end
of shift may vary based on the needs of the job, and an employee’s desire for
overlapping flexibility. For example, an employee who normally shows up to work
at 8 a.m. requests a start time of 7 a.m. during a week where they need flexibility
due to job demands. They will end work one hour earlier or earn overtime as a
result (overtime must be approved by the supervisor). Generally, one’s supervisor,
with the employee, sets a flexible schedule intentionally and mutually. This is not
the same as mandatory overtime, or long-term service delivery changes, as
implemented by the City.

2. Flexing Time — The occasional practice of working more hours on a specific day or
days during the week and working less hours on a specific day or days within the
same week. For non-exempt employees this must be accounted for hour-by-hour
AND be within the same workweek. For exempt employees, hour-by-hour
accounting should not be used, although the same principle can be observed, with
supervisor knowledge and approval.
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3. Working from home — An occasional work arrangement where an employee works
part or all of a shift from home. All work expectations are assumed to be able to be
met. Employees must remain available at all times during working hours and could
be required to have a physical presence at work at any time. Working from home
is for exempt employees and non-exempt employees (with hour-by-hour
accounting).

4. Teleworking — A set, continuous schedule where an employee works from home
not more than three days of the week. Employees must remain available at all
times during working hours and could be required to have a physical presence at
work at any time. A formal, written agreement should be in place that is developed
by Human Resources in partnership with the Department Director, supervisor, and
the employee, and is revocable by the City at any time. Teleworking is for exempt
employees and non-exempt employees (with hour-by-hour accounting). The City
does not support permanent teleworking outside of the state.

5. Compressed Workweek — A formal, set schedule where an employee works shifts
that vary from the normal business hours. For example, working a 9/80 schedule
which constitutes working nine hours per day and one eight-hour day in a two-
week period and receiving every other Friday off, or working four 10-hour days
during the week and having every Friday off. A formal written agreement for
compressed workweeks should be in place that is developed by Human Resources
in partnership with the Department Director, supervisor, and the employee, and is
revocable by the City at any time. Compressed workweeks are for exempt
employees and non-exempt employees (with hour-by-hour accounting).

Employees must use secure remote access procedures and are responsible for the security of all
documents and records they have access to and in their possession while working from home
and teleworking.

LIABILITY

The City of Northglenn assumes no responsibility for injuries occurring in the employee's alternate
work location outside the agreed-upon work hours, or for liability damages to employee’s real or
personal property resulting from participation in working from home or teleworking. Workers'
compensation coverage is limited to designated work areas in employees' homes or alternate
work locations. Workers’ compensation does not apply to injuries of any third parties or members
of the employee’s family on the employee’s premises. Employees agree to practice the same
safety habits they would use at City facilities and maintain safe conditions in their alternate work
locations. Employees must follow normal procedures for reporting illness or injury.

RESPONSIBILITY FOR SUPERVISORS
Supervisors, under the guidance of their directors, are responsible for considering, adjusting, and
accounting for any flexible working arrangements. Additionally:

1. Although the onus for requesting a flexible work arrangement is solely on the requesting
employees, Department Directors may always suggest or direct their staff to consider
potential benefits of flexible work arrangements.

2. Authority for granting or revoking a flexible work arrangement lies solely with an
employee’s supervisory chain of command. Department Directors should always be
informed prior to granting such a request.

3. Employees who are on a performance improvement plan are not eligible to work a
flexible work arrangement until performance is improved and sustained according to the
supervisor’'s expectations.
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4. Abuse of flexible work arrangements by an employee is grounds for discipline, up to and
including termination from the City.

RESPONSIBILITY FOR EMPLOYEES

Employees approved for a flexible work arrangement will be responsible for maintaining
satisfactory performance and the City’s provisions for customer service, to include responding in
a timely manner, or will forego a flexible work arrangement as requested by the City. In addition,
the following must be adhered to:

1.

2.
3.

Comply with all City and Departmental guidelines, policies, procedures, and
practices

Perform duties to optimize customer service and job performance

Understand the flexible work arrangement may be modified, suspended, canceled,
or terminated for any reason, at any time

Employees who work a 4/10 or 9/80 schedule must account for the appropriate
number of hours when utilizing General Leave, Personal Leave, Administrative
Leave, and Holiday time. As an example, if an employee working a 4/10 schedule
utilizes General Leave, the employee must account for 10 hours of leave. If the
same employee takes the holiday or administrative leave, two hours of general
leave must be submitted to account for 10 hours off.

Employees working a flexible work schedule must complete a telework or flexible
schedule agreement and secure all signatures. These forms will be housed in the
employee’s personnel file.

Understand the failure to adhere to the requirements of this policy to include
validated abuse may result in the termination of the flexible work arrangement and
may lead to disciplinary action up to an including termination consistent with the
City’s disciplinary policy
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GUIDELINES FOR CONDUCT, DISCIPLINE AND APPEAL PROCESS

Introduction: All employees and volunteers are expected to conduct themselves in a law-abiding
manner, to observe and comply with all Federal, State, and local laws as well as the rules and
procedures of the City of Northglenn.

Objective: It is the responsibility of the supervisor to enforce high standards of conduct and to
establish and maintain performance standards for City employees and volunteers.

In cases of discipline, the level of discipline shall befit the conduct. The discipline shall be
corrective in nature and no more severe than that which might reasonably be expected to
prevent the problem or misconduct from recurring, or to correct or modify behavior. Each
situation shall be dealt with on a case-by-case basis.

When the need for intervention arises, the supervisor shall:

1. Intervene as soon as possible;

2. Take appropriate immediate corrective action (which may include removal of the
employee from the workplace with pay, pending further notice, if deemed
appropriate);

3. Notify the department head and Human Resources if warranted by the

seriousness or potential seriousness of the situation.

Depending on the nature of the infraction, Supervisors may use one or more of the following
types of intervention based upon the circumstances of the employee’s action or conduct, or by
the repetition of inappropriate conduct or failure to correct deficiencies. Levels of intervention
include:

* Verbal Warning:
Develop one or more recommendations for corrective action and meet with the
employee.

«  Written Intervention:
Subiject to review and approval of the department head and the department Human
Resources Business Partner, issue a written intervention with a corrective action plan
documented on an Employee Intervention Form.

» Written Intervention with Suspension:
Subiject to review and approval of the department head and the Director of Human
Resources, issue up to a thirty-day suspension without pay documented on an Employee
Intervention Form which includes a written corrective action plan that clearly sets forth
expected changes in behavior or performance.

* Written Intervention with Demoation:
Subiject to review and approval of the department head and the Director of Human
Resources, issue a demotion, documented on an Employee Intervention Form
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. Termination:

Subject to review and approval of the department head and the Director of Human
Resources, termination subject to the procedures identified below.

For any discipline to be imposed, the supervisor shall present the information and give the
employee an opportunity to respond to the allegations that are the basis for the proposed
discipline, or present information regarding mitigating circumstances that the employee desires
be considered, as well as any other information that the supervisor should consider in determining
an appropriate level of discipline. In the event the proposed discipline is a suspension without
pay in excess of five (5) working days, demotion, or termination, the pre-disciplinary meeting shall
include the supervisor and the department head

Appeal of Discipline:

A. Discipline up to and including a suspension without pay of five (5) working days or less:
A regular full or part-time employee who has been suspended for (5) working days or less shall
have the right to appeal the disciplinary action to the next level of supervision above the
suspending authority or the department head (collectively, the "Decision-Maker"). The appeal of
discipline must be made in writing to Human Resources within five (5) working days of receipt of
the discipline. The written appeal must include a statement from the employee as to whether
cause or severity of penalty or both are being appealed and shall include all information upon
which the employee relies in appealing the discipline imposed.

The discipline will be reviewed by Human Resources and the Decision-Maker, and the Decision-
Maker shall issue a written decision based on the written documentation submitted by the
employee within ten (10) working days after receipt of the written appeal. The decision will be
reported to the employee, and such a decision shall be final.

B. Discipline including a suspension of more than five (5) working days, up to and including
termination or demotion: Where the discipline imposed by a department head is a suspension of
more than five (5) working days, demotion, or termination, the employee shall be given a written
Notice of Intent to Suspend Without Pay in excess of five (5) working days, a written Notice of
Intent to Demote, or a written Notice of Intent to Terminate Employment at least three (3) days
prior to the date set for the proposed commencement of the suspension, demotion, or termination,
which notice shall set forth the following:

The charges against the employee that serve as the basis for the proposed discipline; and

The date and time of a pre-disciplinary meeting (the "Pre-Disciplinary Hearing") between the
employee, the employee's supervisor, the department head, and a representative from Human
Resources to discuss the charges against the employee that serve as the basis for the
proposed discipline.

The employee shall be provided full opportunity to respond to the charges at the Pre-Disciplinary
Hearing. The employee shall be provided an opportunity to respond to the proposed discipline
and offer any mitigating circumstances that the employee desires be considered, as well as any
other information that the supervisor should consider in determining whether to impose the
proposed discipline. It is not intended that this meeting constitute a formal hearing but only provide
the employee notice of the proposed action and give the employee an opportunity to meet and
exchange information with the department head. No other formal procedural requirements shall
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be permitted for this meeting, including employee representation, meeting recordation or witness
examination. The right to such meeting shall be deemed to be voluntarily waived by the employee
if the employee fails to appear for the meeting, fails to cooperate in the scheduling of the meeting,
or postpones the meeting for a period in excess of five (5) business days. The department head,
with the assistance of Human Resources, shall, following the Pre-Disciplinary Meeting, then issue
a Notice of Suspension, Notice of Demotion, Notice of Termination, or a determination not to
impose discipline.

Appeal to the City Manager or the City Manager's Designee. Decisions resulting in a suspension
in excess of five (5) working days, demotion, or a suspension pending termination of a regular full
or part-time employee may be appealed to the City Manager or the City Manager's designee for
a full evidentiary hearing. The appeal of discipline must be made in writing to Human Resources
within five (5) working days of receipt of the discipline. The written appeal must include a
statement from the employee as to whether cause or severity of penalty or both are being
appealed and shall include all information upon which the employee relies in appealing the
discipline imposed. The conduct of the appeal hearing shall be in accordance with the law and
shall provide the employee with appropriate due process. The City Manager or the City Manager's
designee shall issue a final written decision in the matter within ten (10) working days of the date
the hearing is conducted. The final written decision shall constitute the final administrative remedy
available. The employee may thereafter appeal the final written decision to a court of competent
jurisdiction pursuant to Rule 106 of the Colorado Rules of Civil Procedure.

Burden of Proof and Hearing Procedures: The burden of proof in any full evidentiary hearing shall
be on the employee bringing the appeal pursuant to Section 3-7-8(a)(4) of the Northglenn
Municipal Code. Chapter 3, Article 7 of the City of Northglenn Municipal Code also defines the
Administrative and Quasi-Judicial Hearing procedures applicable to such a hearing. The standard
of review in the evidentiary hearing shall be whether there is any competent evidence to support
the decision of the department head.

Administrative Leave with Pay. An employee may be placed on Administrative Leave with pay
by a department head, with the approval of the City Manager, when an investigation is pending
into allegations of misconduct that may result in disciplinary action. The determination of whether
to place an employee on administrative leave with pay shall be based on the nature, scope, and
severity of the alleged violation.

An employee may be placed on Administrative Leave without pay by a department head, with the
approval of the City Manager, when criminal charges are filed against the employee; provided
such charges must be for a misdemeanor which, in the opinion of the department head, violate
the common decency and morality of the community and/or has a harmful effect on City
operations or the employee's ability to perform, or for any felony. In the event an employee is
placed on administrative leave without pay, said employee's health benefits shall continue, but
the employee shall not accrue any vacation, sick leave, or holiday benefits.
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HOLIDAYS

The City observes the following holidays:

New Year's Day Labor Day

Martin Luther King Jr. Day Veterans Day
President’s Day Thanksgiving Day
Memorial Day Day after Thanksgiving
Juneteenth Christmas Day

Independence Day

In addition, the City observes 4 hours of paid holiday on Christmas Eve and New Year's Eve in all
years when Christmas Day and New Year's Day do not fall on Saturday, Sunday, or Monday.

Holidays falling on Saturday are normally observed on the preceding Friday. Holidays falling on
Sunday are normally observed on the following Monday. The City will usually observe a holiday on
the day fixed by presidential proclamation.

All regular full-time employees are entitled to holiday pay. Holiday pay is equal to one (1) eight hour
working day. Regular part-time employees earn holiday pay proportionate to their work schedule
only if normally assigned to work on the day on which the holiday occurs.

To be eligible for holiday pay, an employee must be in an approved pay status (i.e., general leave,
personal leave) for the full day, the day immediately before and after the day on which the holiday is
observed.

Due to the nature of their work, some City employees receive additional General Leave instead of
observing Holidays (see General Leave policy). If such an employee observes a Holiday, the time
off is charged to General Leave.

If a holiday falls on an employee's regular day off, the employee does not work that day, and the

employee is in a category that observes holidays, the employee shall receive an additional eight
hours of General Leave.
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HOURS OF WORK ON-CALL AND CALL-BACK AND RELATED PROVISIONS

The City of Northglenn complies with the Fair Labor Standards Act. This Act sets forth the criteria
for determining whether a position is eligible for overtime (NON-EXEMPT) or is not eligible for
overtime (EXEMPT). Employees are notified of their status under FLSA based upon their job
assignments.

Work Period for Non-Exempt Positions:

1. General Employees: A work period consists of a seven-day work week in which the
employee normally works forty hours. The work week for general employees begins on
Saturday at 12:01 a.m. and ends on Friday at 12:00 midnight.

2. Sworn Police Officers: The work period for sworn police personnel consists of not more
than 171 hours in 28 calendar days and may be pro-rated downward based upon what is
allowed by the Fair Labor Standards Act. The Chief of Police establishes the work period
for sworn police officers subject to the approval of the City Manager.

Work Schedules:

1. Exempt Employees: Exempt employees work on a task basis and the schedules of
individual employees are established in conjunction with the appropriate supervisory
personnel.

2. Non-exempt Employees: The work schedules of non-exempt employees are established

within the parameters of the work period as defined above.

3. Breaks: Work breaks, and lunch breaks shall be established on an operational basis.
Work breaks, excluding lunch breaks, are discretionary and will be counted as time worked
whether or not the breaks are taken.

Authorization for Overtime: The department head or designee is responsible for determining the
need for overtime and for authorizing overtime. In emergencies, approval for overtime may be
obtained the next working day after the overtime occurs.

Overtime Rate: Employees who are eligible for overtime will be paid at the rate of one and one-
half times the employee's regular rate of pay for all authorized overtime worked within the work
period.

Compensatory Time: Subject to operational considerations and to the approval of the department
head, compensatory time at the rate of one and one-half hours for every hour of overtime worked,
may be offered in lieu of overtime to non-exempt employees. The employee must agree in writing,
in advance, to accept compensatory time in lieu of overtime. In no event shall compensatory time
be allowed to exceed 40 hours at any one time within a calendar year. Compensatory time
accrued during a given year must be used or paid out at the end of the calendar year in which it
was accrued. [Example: During the year an employee works four hours of overtime which the
employee wishes to receive in compensatory time. Six hours of compensatory time is recorded
(4 hours x 1.5 = 6 hours). The employee will be paid for six hours of compensatory time at the
employee's hourly rate if the employee does not use the time prior to the end of the year.
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Rotation of Overtime: Overtime will be distributed as equally as is possible among employees
gualified to complete the tasks or assignments for which the overtime is necessary. Employees
unavailable to work optional overtime will be considered for future overtime opportunities.

Emergency Schedule Adjustments: When there is a need to rest employees who have worked
beyond the normal work shift or because of budget constraints affecting the availability of funds
to pay overtime, the work schedules of employees may be adjusted within the work period so that
employees do not exceed the normal work week. When a schedule adjustment is necessary,
employees will be given notice in advance of working the additional hours whether time worked
will be paid as overtime or compensatory time or scheduled off within the work period on an hour-
for-hour basis.

Paid Leave and Overtime:

1. Non-Shift Employees:

A. Holidays: If a non-exempt employee works on a holiday observed by the City
which the employee was scheduled to observe, the employee will be paid straight
time for the eight or four hours of the actual holiday. In addition, the employee will
be paid for all hours actually worked at the overtime rate.

B. Paid Leave (Non-Holiday): Paid leave will not normally count as time worked for
purposes of determining overtime. However, when the City calls a non-exempt
employee back to work after the employee has left the employee’s work
assignment at the end of a work shift, all time actually worked, and all paid leave
used in the work period shall count as time worked for purposes of determining
overtime. In addition, if the City calls a non-exempt employee back to work after
the employee has started a period of approved paid leave, the employee will be
compensated at the overtime rate for all time actually worked during the approved
leave period and such time shall count as time worked for determination of
overtime for the work period.

2. Shift Employees:
A. Holidays: Employees who work rotating shifts accrue holidays as General Leave.

If a non-exempt shift employee is required to work on a designated City holiday
which the employee was scheduled to have off as General Leave, the employee
shall earn the appropriate number of holiday hours at the straight rate for the
holiday regardless of the number of hours actually worked. In addition, the
employee shall receive overtime pay for all hours actually worked on the holiday.

B. Paid Leave (Non-Holiday): Paid leave will not normally count as time worked for
purposes of determining overtime. However, when the City calls a non-exempt
employee back to work after the employee has left the employee’s work
assignment at the end of a work shift, all time actually worked and all paid leave
used in the work period shall count as time worked for purposes of determining
overtime. In addition, if the City calls a non-exempt employee back to work after
the employee has started a period of approved paid leave, the employee will be
compensated at the overtime rate for all time actually worked during the approved
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leave period and such time shall count as time worked for determination of
overtime for the work period.

Time Spent in Training and Meetings:

1.

Time spent in voluntary attendance at lectures, meetings or training programs on topics
not directly related to the employee's specific job, that occur outside of the employee's
regular working hours and during which the employee does not perform productive work
will normally not count as time worked.

However, if attendance at such meetings is required rather than voluntary, such time will
count as hours worked.

Time spent in training directly related to the employee's current job and approved by the
department head is considered time worked.

Time spent in training at the employee's own initiative, in classes, college or trade school,
after hours or during regular business hours, does not count as time worked.

Travel Time:

1.

Commuting Time: Except in cases of call-back, travel time from home to work and work
to home is not considered time worked.

Assignments at an Alternate Location: If an employee is required to travel to an
assignment that requires commuting time in excess of that which is normal for the
employee, time in excess of the normal commute time will count as hours worked. If a
City vehicle must be picked up at a central location, travel time after the vehicle has been
picked up will count as time worked.

If an employee is given the option of staying at the location of the special assignment but
voluntarily commutes home and back, such travel time will not count as time worked.

Travel Away from Home:

When a non-exempt employee travels overnight on business, the employee will be paid
for time spent traveling, except for meal periods, during the employee's normal working
hours.

Employees shall not be paid for traveling outside of those hours, except for any time spent
in performing work related duties. This applies not only to workdays but to the
corresponding hours on non-working days also. Time spent in travel away from home
outside of regular working hours as a passenger on an airplane, train, bus, or automobile
shall not count as hours worked.
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On-call and Call-back Pay:

Because of the need to provide various City services at times other than regular work
hours and the need to have employees available to perform those services, it is sometimes
necessary for the Department Director or the Department Director's designee to place
employees on an on-call or call-back assignment. Work is identified as snow removal,
police assignments, or other qualifying work activities outside of the employees’ regularly
scheduled shifts. Depending upon the restrictive nature of the assignment and an
employee’s freedom to pursue personal activities during such an assignment, it may be
appropriate to compensate those employees by means of additional pay. Exempt
employees are not eligible for on-call, or call-back pay. Additionally, any employee on
approved leave (any medical leave or general leave that is for a period of more than one
day) is not eligible for on-call or call-back pay for the duration of the leave.

1. On-Call:

A. Definition: A work status during which an employee is: (1) not working the employee’s
regular shift/hours or currently on paid or unpaid leave; and (2) must be available for
and capable of reporting to work at the employee’s normal work site, or another
designated location. Employees must be available by phone at all times and able to
respond within 45 minutes of being contacted. The frequency of actual calls is minimal.

B. Compensation for On-Call: Employees placed on-call will receive one hour of pay at
the employee’s regular rate of pay for every 8 hours of on-call, prorated based on
actual on-call hours required (as an example, if the employee is on-call for 10 hours,
1.25 hours of on-call would be reported). This pay is for on-call time outside of the
employee’s regularly scheduled hours. On-call pay will not be reduced as a result of a
call-back assignment.

With the supervisor’s approval, an employee may take earned on-call time off within
the same pay period in lieu of receiving pay for on-call time.

2. Call-Back:

A. Definition: A work status during which an employee who, because of the nature of
their duties, on occasion is required to report to work or back to work outside their normal
working hours to perform services.

B. Compensation for Call-back: Employees who are required to physically report or
return to work outside their normal working hours will be compensated a minimum of two
hours at the overtime rate of pay or the actual time worked. In addition, the employee will
be paid a maximum of 30 minutes of travel time to the work site and from the work site.

In cases where employees are only required to work remotely taking a phone call or
virtually monitoring a system, the two-hour minimum call-back compensation policy will
not apply. Call-back compensation will be paid at the overtime rate of pay for the actual
hours worked, in 15-minute increments.
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In cases where an employee is physically called back to a work site, and then dismissed
before any work is performed, the two-hour minimum call-back compensation policy will
not apply. Call-back compensation will be paid at the overtime rate of pay for travel time
only, up to a maximum of 30 minutes of travel time to the work site and from the work
site.

C. Early Call-In: The minimum two hours of call-back will not apply if an early call-in
period extends into the start of the employee's regular work shift. In this case, the
employee will be paid at the straight time rate for actual time worked in advance of the
regular work shift and time worked in advance of the shift will be calculated with regular
hours worked during the work period in determining overtime.

D. Changes in Schedule: If, in advance, an employee is requested to and does return to
work immediately prior to the regular work schedule or, upon request, stays
immediately after the regular work schedule, the regular provisions regarding overtime
pay will apply and the minimum two-hour call-back provision including travel time will

not apply.
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INCLUSION CODE OF CONDUCT

The City of Northglenn is dedicated to creating an inclusive work environment for everyone. We
embrace and celebrate the unique experiences, perspectives, and cultural backgrounds that
each employee brings to our workplace. The City of Northglenn strives to foster an environment
where our employees feel respected, valued, and empowered, and our team members are at
the forefront in helping us promote and sustain an inclusive workplace.

The City of Northglenn is committed to taking the following actions in support of an inclusive
workplace:

* Provide ongoing education and training to all employees on diversity, equity and
inclusion topics.

» Support the creation and operation of a diversity, equity and inclusion council comprising
employees from all levels of the organization.

= Provide all employees with a safe avenue to voice concerns regarding diversity, equity
and inclusion in our workplace.

= Support flexible work arrangements that accommodate the different needs of all
employees.

= Conduct periodic employee surveys and focus groups to identify the areas where our
organization supports inclusive practices, as well as where there is room for growth.

Inclusion Code of Conduct:

All City of Northglenn employees are also expected to support an inclusive workplace by
adhering to the following conduct standards:

» Treat others with dignity and respect at all times.

= Address and report inappropriate behavior and comments that are discriminatory,
harassing, abusive, offensive, or unwelcome.

» Foster teamwork and employee participation, encouraging the representation of different
employee perspectives.

= Seek out insights from employees with different experiences, perspectives, and
backgrounds.

» Avoid slang or idioms that might not translate across cultures.

= Support flexible work arrangements for co-workers with different needs, abilities and/or
obligations.

= Confront the decisions or behaviors of others that are based on conscious or
unconscious biases.

= Be open-minded and listen when given constructive feedback regarding others'
perception of your conduct.

The City of Northglenn will not tolerate discrimination, harassment or any behavior or language
that is abusive, offensive, or unwelcome.
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Violations:

Employees are expected to report incidents that violate this inclusion code of conduct by
contacting a department director, manager, the HR Director/Chief Diversity Officer, or other
member of human resources.

Employees who violate the City of Northglenn's inclusion code of conduct expectations will face

disciplinary action. Possible consequences include additional training, verbal and written
warnings, suspension, or termination of employment.
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JURY DUTY

Introduction: The City encourages employees to accept and fulfill their civic responsibility when
called upon for jury duty. Therefore, in order to prevent a financial burden resulting from the
performance of jury duty, the City will pay an employee the employee’s regular salary while
performing jury duty that aligns with their work schedule 8, 9, or 10 hours per day. This policy
applies to all regular, part-time, and seasonal employees who are scheduled to work on the day
of jury duty.

Notification of Jury Duty and Approval of Time Off: When an employee receives a summons for
jury duty, the employee shall notify the immediate supervisor promptly. In addition, any employee
receiving pay for jury duty must provide verification of time served on jury duty from the Jury
Commissioner or other officer of the court to which the employee is called. This verification shall
be provided to the supervisor prior to approval of payment for time spent on jury duty.

If an employee remains on payroll during jury duty, the employee shall assign all jury fees, less
reimbursement for parking and/or mileage, to the City for any jury time served during the
employee’s normal working day. The assignment of jury fees, less reimbursement for parking
and/or mileage, shall be submitted to the supervisor or the Finance Department by the employee.

Witness Subpoena and Approval of Time Off: An employee who is required to appear in a court
of law during the employee’s normal working hours in response to a legally valid subpoena, shall
be paid the employee’s regular straight-time hourly rate for all hours absent from work provided
that:

A. The employee is required to testify on behalf of the City;

B. The City is a party to the case and the employee is required to testify because of conduct
arising out of and in the course of employment with the City while on duty;

C. The employee is a Police Officer subpoenaed to court in the course of employment during
a normally scheduled work shift.

The employee receiving a subpoena must notify the immediate supervisor promptly and submit
evidence of such service as a witness.

In no case shall an employee be paid by the City where the employee is a private party to a case
directly or as a member of a class.

Reporting for Work: An employee who is excused from jury duty or from appearance as a withess
during the employee’s normal working hours shall return to work and complete the remainder of
the employee’s regular work shift.
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LEAVE INFORMATION

Administrative Leave: Paid absence may be granted by the Department Head with the
approval of the City Manager for purposes beneficial to the interest of the City and its
employees.

Family Medical Leave: In accord with the provisions of the Family and Medical Leave Act
(FMLA) of 1993, employees who have been employed with the City (in a regular, benefit
eligible position) for at least 12 months and who have worked at least 1250 hours for the
City during the previous 12-month period are entitled to Family Leave. Family Leave may
be taken intermittently or on a reduced leave schedule when medically necessary.
Employees may not work, or be asked to perform work, while out on approved family medical
leave. This includes the use of on-call or call-back time.

Family Medical Leave shall consist of 12 work weeks of leave during any 12-month period
measured forward from the date of the employee's first FMLA leave for one or more of the
following reasons:

1. Due to a serious health condition that makes the employee unable to perform the
employee’s job functions;

2. To care for the employee's child after birth, or placement pursuant to adoption or
foster care;

3. To care for the employee's spouse, son or daughter, or parent, who has a serious
health condition;

4. For a Qualifying Exigency;

5. To care for an ill or injured covered service member (up to 26 work weeks).

A. Serious Health Condition
To meet the definition of serious health condition requiring “continuing treatment by
a health care provider”, the eligible employee must have two or more visits with a
health care provider within 30 days of the beginning of the incapacity absent
“extenuating circumstances.” The first visit to the health care provider must occur
within the first seven (7) days of incapacity. To meet the definition of chronic serious
health condition, the eligible employee must visit a health care provider at least twice
a year for the condition.

B. Military Family Medical Leave

1. Qualifying Exigency. Eligible employees are entitled to up to 12 weeks of leave
because of “any qualifying exigency” arising out of the fact that the spouse, son,
daughter, or parent of the employee is on “active duty”, or “called to active duty”
status, in support of a contingency operation. A “Qualifying Exigency” for which
employees can use FMLA leave includes: (1) short-notice deployment, (2) military
events and related activities, (3) childcare and school activities, (4) financial and
legal arrangements, (5) counseling, (6) rest and recuperation, (7) post-
deployment activities, and (8) additional activities not included in the other
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categories, but the City and employee have agreed upon.

2. Serious lliness or Injury of Covered Service member. An eligible employee who
is the spouse, son, daughter, or parent, or next of kin of a covered service member
who is recovering from a serious illness or injury sustained in the line of duty on
active duty is entitled to up to 26 weeks of leave in a single 12-month period to
care for the service member. This military caregiver leave is available during “a
single 12-month period” during which an eligible employee is entitled to a
combined total of 26 weeks of all types of FMLA leave.

C. Advance Notice and Medical Certification: An employee must provide at least 30 days
advance notice before Family Medical Leave is to begin if the need for the leave is
foreseeable based on an expected birth, placement for adoption or foster care, or
planned medical treatment for a serious health condition of a family member.

When it is not practicable under the circumstances to provide such advance notice,
(e.g., a premature birth or a medical emergency) such notice must be given no
more than two working days after the employee learns of the need for the leave.

The employee is required to provide medical certification from a health care
provider to support a request for FMLA Leave. Re-certification may be required
monthly or as requested.

D. Continuation of Health Benefits While on Family Leave: For the duration of the Family
Medical Leave, the City shall maintain the employee's health benefits (i.e., medical
insurance, dental insurance, life insurance). The employee is required to continue to
pay the employee portion of insurance premiums (when applicable) while on Family
Leave.

E. Reinstatement to Position: Upon return from Family Medical Leave, if the employee
returns to work within the FMLA period, the employee will be restored to the employee’s
original position or an equivalent position with equivalent pay, benefits, and other
employment terms except as noted within this policy. The City does not guarantee the
same position or salary to an employee who does not return to work after the allowed
Family Medical Leave period (which includes any general leave used by the employee
while on Family Medical Leave).

F. Family Medical Leave Benefits When Spouses Work for the City: When the employee
and the employee's spouse are both employed by the City, each employee is entitled
to 12 weeks of leave.

G. Failure to Return from Leave: An employee who fails to return from Family Medical
Leave will be terminated after 3 days of no report unless an extension has been
approved. An employee who is unable to return from leave at the time scheduled
should contact Human Resources at least two weeks in advance to request an
extension of leave.

If an employee fails to return from leave, the City may recover insurance premiums for
any period of time that an employee was on Family Medical Leave without pay in accord
with FMLA regulations.
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Funeral Leave: In the event of death in an employee's family the employee shall be

granted leave with pay up to a maximum of three (3) working days.

The Department Head may grant the use of General Leave for time required in excess of
Funeral Leave. (Regular part-time employees are eligible to receive funeral leave and
general leave proportionate to their work schedules but effective only on regularly
scheduled workday.

General Leave: Regular full-time and regular part-time employees are eligible to accrue
General Leave. Regular part-time employees accrue General Leave proportionate to their
work schedules.

A. Provisions of General Leave: Employees may use accrued General Leave when they
plan to be away from work during normally scheduled hours (for example: for vacation
or to conduct personal business).

B. Accrual Rates: Employees normally accrue General Leave in accord with the following
schedule. Included with the schedule is the amount of time employees are required
to use each year after the first year of employment.

Years of Service Hours of General Minimum Usage Maximum
Leave Accrual
1 through 5 160 56 320
6 through 10 176 80 352
11 through 15 200 104 400
16 or more yrs. 240 144 480

Rotating shift workers who do not normally observe holidays as part of their regular
work shifts accrue 88 additional hours of General Leave each year and are
required to use 88 additional hours of General Leave each year under the minimum
usage schedule based upon years of service with the City.

Years of Service Hours of General Minimum Usage Maximum
Leave Accrual
1 through 5 248 144 488
6 through 10 264 168 520
11 through 15 288 192 568
16 or more yrs. 328 232 648

General Leave will not accrue while an employee is on leave without pay.

C. Use of General Leave While on Probation: During the first six months of employment,
employees are restricted to the use of 40 hours of accrued General Leave.

D. Maximum Accumulation: Employees may accumulate two year's accrual of General
Leave. Employees may request exceptions to the maximum accumulation if the
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request is due to departmental restrictions on leave use. Requests must be submitted
to Human Resources in writing with the supervisor's approval.

Employees may accrue General Leave in excess of their maximum accrual amount
throughout the course of a year; however, any hours in excess of the maximum will be
forfeited on the last pay period of each fiscal year.

. General Leave for Part-Time Employees: General Leave is accrued by part-time
employees on a pro-rated basis. All provisions governing the use and scheduling of
General Leave shall apply to part-time employees.

Scheduling of General Leave: When scheduling General Leave in advance, an
employee shall follow departmental operating procedures for scheduling General
Leave.

When an employee is required to use General Leave that has not been scheduled in
advance, (i.e., for illness, personal emergency, etc.), the employee must follow
departmental procedures for proper notification to the employee’s supervisor. Failure
to follow departmental procedures may result in disciplinary action.

Any amount of General Leave for which an employee does not have accrued General
Leave to cover the absence shall be without pay.

. Medical Confirmation to Return to Work: Based on the circumstances, when an
employee is off work for more than four consecutive days due to personal iliness or
injury, the City may require medical confirmation that the employee is able to return to
work. The City reserves the right to require that such confirmation be obtained from
the City's designated medical provider at the City's expense.

. Emergency Donation of General Leave: Under certain circumstances, on a limited,
case-by-case basis, employees are permitted to donate accrued General Leave to
other City employees for emergencies only. Information regarding this provision of the
General Leave benefit is available through Human Resources.

Redemption Provisions: After completion of the initial six months of employment,
employees can convert to cash up to 80 hours of General Leave at 50% of the cash
value. This option can be exercised once per calendar year and the employee must
maintain 80 hours of General Leave after the conversion. The conversion rate may
exceed 50% in any budget year subject to available funding and per the
recommendation of the City Manager and under the advisement of the Finance
Director. Any change in the conversion rate will be communicated to employees as
applicable. Forms for requesting cash conversions of unused General Leave are
available in Human Resources.

Payment of General Leave at Termination: Payment for accrued but unused General
Leave, up to the maximum accrual amount, shall be at the employee's base rate of
pay upon separation from service, termination of employment, retirement, or death.
Employees who leave the City's employment during their initial six months of
employment forfeit any accrued but unused General Leave.
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VI.

VII.

The official termination date shall be the last day of active employment. Employment
shall not be extended due to payment of unused General Leave.

Military Leave: City employees are eligible for leave for military service as defined by
Congress in the Selective Service Act of 1967.

A. Call to Active Duty: Upon receiving orders for active duty an employee must notify
the employee’s supervisor in writing and provide a copy of the orders. Active-duty
orders should be sent to Human Resources prior to the employee reporting for
duty, where possible. A Leave Request Form must accompany the written
notification as well. If the employee applies for reinstatement within the time
periods provided by law, the employee will be reinstated with pay commensurate
with what the employee would have attained had the employee not been called to
active service.

B. Annual Military Leave: Any employee who is a member of the military or reserve
forces organized under the State of Colorado or the United States government, or
laws thereof, is entitled to leave of absence from employment at 8 hours of leave
per day up to 120 hours (or) fifteen (15) days each calendar year without loss of
seniority, status, accrued Leave, or other benefits. If an employee works a 9/80 or
10 hour per day schedule, the appropriate amount of General Leave must be taken
beyond the 8-hour day. Employees requesting the use of Military Leave must notify
their supervisor in advance and provide a copy of the orders within 30 days of the
request. Failure to provide a copy of the orders will disallow the use of Military
Leave.

Additional time required to participate in military duty beyond fifteen calendar days
shall be without pay, or the employee may elect to use accrued General or
Personal Leave.

C. Payment of Salary While on Military Leave: This time is granted as paid leave at the
employee’s rate of pay at the time the leave is taken. Military leave hours taken are
not counted towards hours worked when calculating overtime.

D. Compliance with the Law: Military leave and reinstatement shall be governed in
accord with all applicable state and federal laws as amended from time to time.

Paid Family and Caregiver Leave:

See section titled “Paid Family and Caregiver Leave”.

Personal Leave: Regular full-time employees, including full-time probationary employees,
shall be eligible for up to sixteen hours of paid leave for personal reasons. Personal Leave
is available as of the date of appointment (employees appointed prior to July 1 will receive
16 hours of personal leave. Employees appointed after July 1 will receive 8 hours of
personal leave) to a regular full-time position and as of the first pay date of each
subsequent calendar year. Personal Leave must be scheduled in accordance with
departmental procedures regarding scheduling of leave. Personal Leave does not
accumulate from year to year and unused Personal Leave is forfeited upon separation
from City employment.
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VIII.

Leave for Voting: The Department Head, or the Department Head’s designee, may allow

a regular full-time employee up to two hours of time off to vote in local, county, state, and
federal elections. Such time off shall be requested no later than 24 hours in advance of a
scheduled election and shall include a justification of the necessity for granting time off.
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LOSS OF REQUIRED DRIVER'S LICENSE

General: All employees whose positions require the possession and maintenance of a valid
Colorado driver's license of any class shall maintain a valid license. The appropriate driver's license
shall be carried with the employee while driving on City business.

Reporting: For those employees who drive City vehicles or personal vehicles on City business, the
employee must notify the employee’s supervisor and Human Resources immediately upon the
suspension or revocation of the license. Failure to notify the supervisor and Human Resources shall
result in disciplinary action.

Immediately upon receiving a suspension or revocation, the employee is prohibited from driving and
operating any City vehicle or equipment or driving on City business.

Review of Options: Upon notification of suspension or revocation, the department head and Human
Resources will examine the alternatives, if any, available for the reassignment of an employee whose
license has been suspended or revoked.

If no alternatives are available, appropriate measures will be taken, up to and including termination
of employment.
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MAINTENANCE OF EMPLOYEE PERSONNEL FILES
& DISCLOSURE OF PERSONNEL INFORMATION

Introduction: Human Resources is responsible for the maintenance of official Personnel files of
the City.

Materials in Personnel Files: Personnel files shall contain necessary information pertaining to
employee fringe  benefits, employee payroll status, performance evaluations,
applications/resumes, letters of recommendation or commendation, disciplinary actions and other
materials that are entered to the file by the department head, Human Resources, City Manager,
or through the appropriate chain-of-command within the employee's department.

Employees may enter materials pertaining to disciplinary matters in which they are personally
involved and documentation regarding training, certification, awards, continuing education, and
letters of commendation to their own personnel records.

Review of Personnel Files: Employees may review the contents of their own Personnel files by
appointment with Human Resources.

Employment Inquiries: It is the policy of the City that all inquiries regarding current and former
employees shall be referred to Human Resources for response. In the absence of a written waiver
signed by the employee or former employee allowing Human Resources to discuss the
employee's employment history, only the following information shall be released:

A. Name of Employee
B. Dates of Employment
C. Title of Last Position Held

Human Resources will comply with the Colorado Open Records Act, C.R.S. § 24-72-200.1, et
seq. (the “Open Records Act”) governing the inspection, copying, or photographing of public
records.

Employee's Waiver of Release of Personnel Information: Employees and former employees have
the right to sign a waiver permitting Human Resources to release more detailed information
regarding current or past employment by signing a waiver form. The decision to waive may be
reversed by current or former employees at any time by executing a new waiver form available in
Human Resources.

Financial Verifications: Other than the information listed in Sections A through C above,
information required by lenders and other agencies regarding earnings history and general pay
information on current and former employees will be released only upon receipt of a signed written
request by the employee.

In the absence of a written request from the employee, such information will not be released
subject to the provisions of the Open Records Act.

The employee may sign a Release of Employment Information form and return it to Human
Resources which will permit Human Resources to release information in addition to that stated
above. These forms may be obtained from Human Resources.

47

CR-118 - Page 51 of 73



MILEAGE REIMBURSEMENT FOR USE OF PERSONAL VEHICLE

General: Certain positions require the use of a personal vehicle for City business. Employees shall
receive mileage reimbursement for such use in accord with the current mileage reimbursement
schedule.

Employee Responsibilities:

1.

To possess and maintain a valid Colorado driver's license and to report the loss or
suspension of the license to the employee's supervisor and to Human Resources.

To maintain in active status, motor vehicle insurance which meets or exceeds the State
minimum statutory requirements, for the personal vehicle being used on City business.

To pay all expenses associated with the use of the automobile including the cost of required
insurance.

To promptly notify the appropriate law enforcement authorities in the event of an accident
and request that a report be taken.

To notify the appropriate supervisor and Risk Management as soon as possible, and no
longer than 48 hours after an accident occurred while using the vehicle on City business.

To file the required expense forms at least quarterly (or more often if required) for mileage
reimbursement for the use of a private vehicle on City business.

NOTE: It is standard insurance industry practice for the private insurance carrier of
the employee to consider a claim incurred while on City business first. If the claim is
excessive, any additional amount would then be considered for payment by the City
and/or the City's liability insurance provider subject to the limitations stipulated by the
Colorado Governmental Immunity Act.

City's Responsibilities:

1.

To reimburse employees on a mileage basis for the reported and approved use of a private
auto for City business.

To issue, when appropriate, departmental guidelines governing the work-related use of
private vehicles.

In the event of damage incurred while on City business, the City Manager may consider
payment by the City of the employee's insurance deductible on a case-by-case basis. Risk

Management is responsible for reviewing the record and/or investigating all accidents which
occurred while the driver was engaged in City business.
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OPERATION OF CITY VEHICLES & EQUIPMENT

General: All employees required to operate City vehicles and equipment shall do so in a
reasonable and proper manner with due consideration to manufacturer's recommendations and
safety. All equipment shall be operated in a manner to prolong the useful life and minimize
operation and maintenance costs.

Operator Certification:

1.

Operators of specialized vehicles and equipment must be certified by the supervisor or a
designated trainer on safety and operational procedures prior to any operation of such
equipment.

Updates and recertification on the operation and routine maintenance of equipment and
vehicles shall be performed as requested by the City Manager (or the City Manager’s
designee), by the department head, or by any departmental supervisor or as stipulated by
the City's certification procedures.

Vehicle Operation:

1.

When fueling a unit, each operator is responsible for checking the fluid levels of the
vehicle. Only proper fuels shall be placed in the unit. Particular attention should be paid
to two-cycle engines. Employees who are unfamiliar with certain equipment should check
with their supervisors.

Non-diesel-powered units should not be left idling for excessive periods of time unless
required for safety purposes (i.e., lights, etc.).

Employees are required to comply with laws related to any electronic device while
operating a City vehicle.

Employees are required to follow applicable traffic regulations when operating City
equipment and vehicles.

Operators are required to keep each unit reasonably clean and trash free and to report
any problems with the safe operation of the vehicle to their supervisor, their department
head, and Fleet Services immediately.

All vehicle operators shall perform daily pre-usage and post-usage equipment checks in
accord with procedures established by the operating department and approved by the
Director of Public Works.

Operators are required to ensure that vehicles are secured when not in use (i.e., doors
locked, windows closed, keys removed from ignition). Failure to ensure the safety and

security of City vehicles and equipment may result in disciplinary action, up to and
including termination of employment.
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Vehicle Damage or Malfunction:

1.

All operators are required to report any vehicular or equipment damage or malfunction to
their supervisor and department head immediately. (Appropriate law enforcement
authorities shall also be notified to take a police report in the event of a traffic accident.)

The supervisor and department head shall promptly arrange for repairs with-Fleet Services
and prepare a thorough investigatory report, send the original to the Risk Management
and a copy to the Director of Public Works as soon as possible, and no longer than 48 hours
after an incident.

Failure to promptly report damage or malfunction of City vehicles and/or equipment may
result in disciplinary action, up to and including termination of employment.
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OUTSIDE EMPLOYMENT/BUSINESS ACTIVITIES

General: In order to monitor potential conflicts of interest, employees who engage in employment
with a second employer or in personal business activities are required to obtain the approval of their
department head in advance. Outside Employment request forms are available from Human
Resources. A separate form must be filed for each change of outside employment or personal
business activity throughout the course of City employment. These forms will be maintained in the
employee’s personnel file.
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PAID FAMILY AND CAREGIVER LEAVE

Purposes of Family and Caregiver Leave: Paid Family and Caregiver Leave provides paid time
off to regular full time and eligible part time employees who need to be absent from work for more
than 80 working hours for the following reasons:

¢ An employee’s own non-work-related illness or injury

e Childbirth and/or conditions related to childbirth

e Parents who need time to bond with a new child entering their life either by birth, adoption,
or foster care placement

e Care for a seriously ill family member (includes spouse or domestic partner, child, parent,
parent-in-law, stepparent, grandparent, grandchildren, and sibling)

e Care for an ill or injured covered service member (includes spouse or domestic partner,
child, parent, parent-in-law, stepparent, grandparent, grandchildren, and sibling)

e Qualifying military exigency (as defined by the FMLA)

e Domestic violence/stalking/abuse victim

Employees are eligible for Paid Family and Caregiver Leave after completing 6 months of
employment with the City. Employees must use General Leave (or leave without pay if General
Leave is not available) for the first 80 hours. Eligible part time employees include part time 20+
and part time 30+ status. For part time employees, hours eligibility and the paid leave benefit will
be prorated based on average hours worked.

An employee will continue to accrue General Leave and observe holidays while on Paid Family
and Caregiver Leave unless the employee is in a leave without pay status. In addition, periods of
Paid Family and Caregiver Leave may count toward the 12 weeks of leave under the FMLA where
applicable.

Paid Family and Caregiver Leave may be used for multiple events within a 12-month period but
shall not exceed 50 working days (10 weeks) or 400 hours (pro-rated for regular part-time
employees) in a 12-month period of time measured forward from the date of the employee’s most
recent use of Paid Family and Caregiver Leave, in the event of multiple qualifying events.

An employee requiring leave may apply by contacting Human Resources. At least 30 days
advance notice is requested if the need for the leave is foreseeable. This is needed to allow for
adequate time for processing the request.

Medical documentation or certification may be required.

Employees may utilize the leave for more than one family member or eligible event in a rolling
calendar year, not to exceed the total paid hours eligible.

FMLA leave may run concurrently. Employees who meet the eligibility requirements for FMLA
leave are still entitled to the 12 weeks of unpaid leave, regardless of the level of Paid Family and
Caregiver Leave benefits.
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PERSONAL USE OF CITY VEHICLES AND/OR PROPERTY

General: Itis generally City practice that a City vehicle will not be taken to an employee's residence.
However, occasionally there are circumstances when it is appropriate and in the best interest of the
City to permit an employee to take a City vehicle to the employee's home.

Personal business conducted while an employee is in a City vehicle shall be restricted to stops
requiring no more than a 15-minute break period or a normal lunch period. Such stops shall not
result in additional mileage on the City vehicle and shall be restricted to "en route" stops.

Under no circumstance shall a City vehicle or piece of City equipment be used as a direct benefit to
employees or private individuals.
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POLITICAL ACTIVITY OF CITY EMPLOYEES &
GUIDELINES FOR INTERACTION WITH CITY COUNCIL

General: In order to ensure impartiality in its deliberations and operation, certain limitations on
employee political activities are deemed necessary.

Participation in Municipal Elections: Only the City Clerk and sworn Deputy City Clerks shall act
as election officials for City elections.

No City employee shall engage in the publication or distribution of any materials approving,
supporting, disapproving, or in any other manner commenting on a candidate for nomination or
election to City office, or any ballot issue submitted to the City's electors, while on duty, on City
premises or when speaking or acting in an official capacity.

Exercise of Political Influence Prohibited: An employee has the right to become a member of
political clubs or organizations, to attend political meetings, to express an opinion on political
subjects and to exercise the right of political activity on the employee’s own time. However, in
the scope of the employee’s employment, an employee shall refrain from using any political
influence in any way for or against any legislation or policy under consideration by City Council.

Candidacy for Office: An employee may seek local public office, with the City of Northglenn or
any other elective body that directly serves the City, provided that the employee resigns from the
employee’s position with the City prior to the time any campaign activities are undertaken on the
employee’s behalf. Employees who run for political offices in other jurisdictions may be permitted
to continue to work for the City based upon a case-by-case review to determine if an inherent
conflict of interest exists between the candidacy for the office and continued employment with the
City of Northglenn.

Employees who run for political office are encouraged to make an early disclosure to the City
Manager through Human Resources so that a determination regarding potential conflict of interest
can be made. Where inherent conflict is deemed to exist, the employee will be given the
opportunity to resign or will be terminated if the employee continues as a candidate, or, if elected,
continues to hold an office determined to be in conflict of interest with the City of Northglenn.

Political Participation: Nothing in this guideline is intended to interfere with the right of an
employee to enjoy freedom from interference in voting in municipal and all other elections.

Further, nothing in this guideline is intended to interfere with the right of an employee to become
a member of any political club or organization, to attend political meetings, to express an opinion
on political subjects, and to exercise the right of political activity on the employee’s own time.
However, no campaigning or distribution of stickers, buttons, banners, or similar materials is to
occur during working hours or while an employee is on duty or acting in an official capacity.

Any employee whose position is funded by a federal program and/or monies shall be subject to
the provisions of 5 United States Code, Section 1501, et seq., as amended, commonly known as
the Hatch Act.

Charter Provisions - City Council Interaction: Section 3.10 of the City Charter states: "POWERS
EXPRESSLY WITHHELD FROM COUNCIL: The Council shall deal with the administrative
service solely and directly through the City Manager and neither Council, its members, nor
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committees shall either dictate the appointment or direct or interfere with the work of any officer
or employee under the City Manager."

Routine requests for service as well as complaints and inquiries submitted by City Council
members on their own behalf or that of a resident, shall be handled in the regular course of
business in accord with established practice and/or procedures.

Non-routine matters or requests shall be directed through the established chain-of-command for
response.
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PROBATIONARY PERIOD

Introduction: All regular full-time and regular part-time appointments with the City are subject to
the satisfactory completion of a probationary period. This applies to initial appointments and
subsequent appointments resulting from promotion, demotion, or lateral transfer.

Objective: The probationary period is intended to permit a supervisor to closely observe an
employee's work in order to determine the employee's suitability for a position. Probationary
employees are not normally eligible for promotion.

Length of Probationary Period: The normal probationary period for employees is six months with
the exception of Animal Control Officers, Police Records Specialists and Police Officers. Animal
Control Officers and Police Records Specialists serve a probationary period of nine months.
Police Officers serve a probationary period of 18 months.

An employee's probationary period may be extended up to three additional months (at a time) if
the supervisor and/or department head deem necessary.

Evaluation of Performance: The performance of an employee is evaluated by the employee’s
supervisor during the probationary period to determine one of the following: 1) if the employee
should be classified as non-probationary upon completion of the probationary period, 2) continue
probation for up to an additional three months (2 times), or 3) dismissed.

Dismissal: A probationary employee may be dismissed any time during the probationary period.
Such dismissal shall be made without cause. Human Resources is notified in advance of any
probationary dismissal.

Any employee dismissed while on probation shall not have recourse to any established
procedures (including appeal rights under the Conduct, Discipline and Appeal Process Guideline)

except in cases of alleged discrimination, in which case, the probationary employee shall contact
Human Resources for follow-up.
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PROBLEM RESOLUTION

Purpose: The City seeks to provide a workplace in which all employees are treated as an
important part of our team, and where employees are treated fairly. In the event an employee
has a dispute with a supervisor, coworker or the City, the City provides this procedure for dispute
resolution. All disputes between any employee and the City are intended to be resolved in
accordance with the following procedure. The policy is intended to provide employees with
appropriate and prompt responses to problems and concerns through this problem resolution
process.

Scope: This guideline applies to all City employees, regardless of employment status. Please
note, however, that the City reserves the right to modify this procedure at any time and nothing in
this procedure shall be construed to constitute a contract between an employee and the City.

Guideline: Although we seek to provide a workplace in which all employees are treated as an
important part of our team, and where employees are treated fairly, there may be times when you
have a concern or complaint which can best be resolved through a formal procedure for problem
resolution. A problem is a complaint by an employee concerning any matter related to the
employee’s employment with the City. All problems between any employee and the City are to be
resolved in accordance with the following procedure. If the problem involves Sexual Harassment,
Harassment and/or Discrimination or Violence in the Workplace, reference to those guidelines
should be made to initiate a complaint. When unsure which guideline applies, contact should be
made with Human Resources. Nothing in this procedure should be construed to constitute a
contract between you and the City. Employees are assured freedom from restraint, interference,
discrimination, or reprisal in the presentation of their problems.

Steps for problem resolution:

Preliminary Step

The employee must first address the concern or complaint with their immediate supervisor, if
appropriate, within three (3) business days of the situation whenever possible. This may be done
orally in informal discussion. If the informal attempt to resolve the matter is not successful, the
employee may implement the formal resolution process.

Step 1

The employee must first submit their concern or complaint in writing to their immediate supervisor,
if appropriate. The written concern or complaint should be submitted to their immediate
supervisor within ten (10) working days. The employee shall attempt to resolve the problem with
the immediate supervisor. Unless the immediate supervisor is alleged to have violated these
Employee Guidelines or other local, state, or federal regulations, the employee shall not attempt
to circumvent this process by any form of communication to any person beyond the immediate
supervisor.

The supervisor will respond in writing within seven (7) working days following receipt of the written
concern or complaint. All concerns or complaints and replies in Step 1 must be in writing. If the
concern or complaint is not settled in Step 1, then you may proceed to Step 2.
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Step 2

Within five (5) working days following receipt of the written reply to the employee’s Step 1 concern
or complaint from their supervisor (or within five (5) days after the immediate supervisor should
have issued a written decision), the employee may appeal the supervisor’s decision to their
Department Director.

The appeal should state the nature and circumstances of the employee's problem with appropriate
documentation. The Department Director will then undertake an investigation of their complaint
and the underlying facts. Within five (5) working days following receipt of their complaint the
Department Director will meet with the employee in person to discuss their complaint. The
Department Director may request additional information from the employee, the supervisor, or
other relevant parties. The Department Director will then provide a written response to the
employee’s complaint within ten (10) working days following the date of the meeting.

Step 3

If the employee still does not feel the problem has been resolved the employee may make a
written appeal within five (5) working days to the City Manager. The City Manager may appoint
a designee to investigate the facts giving rise to the problem and subsequent reviews. The City
Manager then reviews all relevant information concerning the situation and communicates a final
decision in writing to all parties concerned within a reasonable period of time. The City Manager’s
decision is final.

58

CR-118 - Page 62 of 73



RECORDING CONVERSATIONS WITH COWORKERS

City of Northglenn employees will not record conversations with supervisors, subordinates,
coworkers, or associates. If a conversation needs to be recorded, it will be done with the full
knowledge and consent of all parties to the conversation.
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RESPECTING THE RIGHTS OF COWORKERS
(Sexual Harassment and Harassment in the Workplace)

General: In line with the guidelines adopted by the Equal Employment Opportunity Commission
and applicable state and federal law regarding sexual harassment, it is the guideline of the City
to provide a work environment that is free from sexual harassment, and which forbids sexually
harassing conduct by any employee or elected, or appointed official directed toward another
employee or elected or appointed official.

In addition, it is the City's position that every employee and elected or appointed official has the
right to work in an environment free of not only sexual harassment but offensive or derogatory
activities, whether explicit or implicit, that are directed at an individual or class of individuals based
upon race, color, sex, religion, national origin, sexual orientation, gender identity, age 40 and
older, genetic information, family health history, pregnancy, status as a parent, political affiliation,
military service, speech pattern or disability, whether physical or mental, or other non-merit based
factors.

Further, as stated in the Introduction to the Employee Guidelines, City employees have a
responsibility to maintain high standards of honesty, integrity and conduct in the delivery of City
services and to maintain the confidence of the public. Harassment is a form of employee
misconduct that undermines the integrity of the work environment, violates federal and state law,
and subjects the City to legal exposure. Employees engaging in such conduct shall be subject to
disciplinary action up to and including termination. Elected or appointed officials engaging in such
conduct shall be subject to appropriate remedies as determined by the City Council, subject only
to any constitutional or other legal limitations

This guideline shall reference the EEOC guidelines prohibiting sexual harassment. However, the
procedures set forth herein shall apply equally to all forms of prohibited harassment.

Definition: "Harassment on the basis of sex is a violation of Section 703 of Title VII. Unwelcome
sexual advances, requests for sexual favors and other verbal or physical conduct of a sexual
nature constitutes sexual harassment when:

1. submission to such conduct is made either explicitly or implicitly a term or condition of an
individual's employment,

2. submission to or rejection of such conduct by an individual is used as the basis for
employment decisions affecting such individual, or

3. such conduct has the purpose or effect of unreasonably interfering with an individual's
work performance or creating an intimidating, hostile or offensive working environment."
11604.11 (Guidelines on Discrimination Because of Sex, Equal Employment Opportunity
Commission, 1980).

Responsibilities:

1. Individual: It is the responsibility of each employee of the City to encourage a professional
working environment free from harassing behavior through the following actions:

A. An employee or an elected or appointed official who feels victimized by
harassment, or an employee or an elected or appointed official who observes
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offensive or inappropriate behavior as set forth herein even if not directed at the
particular individual shall report instances of alleged misconduct to the supervisor,
division head, department head, Human Resources, or the City Attorney for
referral to the City's HR Director/Chief Diversity Officer, and shall if appropriate
inform the alleged harasser that such behavior is unwelcome . Nothing in this
policy shall be construed to prevent an employee or an elected or appointed official
from reporting such conduct in any particular manner to any particular person
provided a City supervisor is notified of such conduct.

Employees and elected or appointed officials shall refrain from participation in, or
encouragement of, actions that could be perceived as harassment and shall report
acts of harassment to a supervisor or Human Resources or the City Attorney for
referral to the City's HR Director/Chief Diversity Officer.

. Employees shall encourage any employee who is being harassed to report the

situation to a supervisor or Human Resources for referral to the City's HR
Director/Chief Diversity Officer.

Supervisors: Each City supervisor and as appropriate elected and appointed officials of
the City shall be responsible for encouraging a professional work environment and
preventing acts of harassment. This responsibility includes:

A.

Monitoring the work environment on a regular basis for signs that harassment may
be occurring.

Counseling employees on the types of behavior that are prohibited and the City's
procedure for reporting and resolving complaints of harassment.

Immediately intervening to stop any observed acts that may be considered
harassment whether or not the employees observed are within the employee’s
direct supervision.

Where a complaint or allegation of harassment has been presented, either verbally
or in writing, taking the necessary action to limit the contact of the employee
involved pending further review of the matter.

Assisting any employee of the City who comes to the supervisor with a complaint
of harassment in documenting and filing the complaint in accord with City
procedures.

Report all actual or potential sexual harassment situations that they receive as a
complaint or hear about to Human Resources or the City Attorney for referral to
the City's HR Director/Chief Diversity Officer.

Any employee, including supervisors, and any elected or appointed official who believes they
have been victimized by harassment, or is aware of potential harassing behavior to which the City
Manager is a party, shall report such instances of alleged misconduct to the City Attorney. In
addition, if an employee of the Human Resources Department of the City or the City's HR
Director/Chief Diversity Officer is made aware of such a complaint to which the City Manager is a
party, said employees shall likewise report such instances to the City Attorney. Upon receipt of
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a complaint to which the City Manager is a party, the City Attorney shall report such alleged
misconduct to the City Council in a manner the City Attorney deems appropriate, in order to seek
direction on the appropriate action to be taken, including a mandatory investigative process by an
outside agency. In the event the City Attorney or an employee of the Human Resources
Department is a party, the City shall seek assistance from an outside agency, and exclude the
alleged party from any investigative process.
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SMOKING REGULATIONS

Introduction: It is the intent of the City to regulate smoking in City facilities and vehicular
equipment. City supervisors are responsible for enforcement with regard to City employees.

Smoking/Chewing Tobacco Restrictions: Smoking or the use of other tobacco products such as
e-cigarettes, chewing tobacco or snuff within any vehicle, building, or structure owned or leased
by the City is prohibited. In addition, in accordance with City of Northglenn, Ordinance No. 1781,
smoking is prohibited in any city park or on any city trail. This includes all public entry areas of
each facility.

Designated Smoking Areas: Smoking is permitted in the following outside designated areas:

City Hall -West side fire exit door

Justice Center — South side employee entrance at least 25 feet from door
Recreation Center —West side entrance at least 25 feet from door

M&O — Rear entrance on north side of building

Water Treatment Plant — East edge of asphalt next to west clarifier
Waste-Water Treatment Plant - Northeast corner of the operations building
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SOCIAL MEDIA POLICY

1. Background and Purpose

The City of Northglenn has an overriding interest in deciding what is "spoken" on its behalf on
social media. Social media has recently been found to be a public forum subject to First
Amendment protections, and can be subject to both Colorado Open Meetings Laws, C.R.S. § 24-
6-401, et seq., and the Colorado Open Records Act, C.R.S. § 24-72-200.1, et seq. To address
the fast-changing landscape of the Internet and the way residents communicate and obtain
information online, City elected officials and City appointed officials serving as members of City
boards and commissions (collectively, "Public Officials") may consider using social media to reach
a broader audience. The City encourages the use of social media to further its goals, where
appropriate, but adopts this Policy to establish guidelines for such use of social media.

2. Applicability

This Policy applies to Public Officials and City staff.

3. Definitions

(a) "Official Account” means a Social Media account that is used for communicating
with the public in relation to City-related activities, duties, or goals.

(b) "Personal Account" means a Social Media account that is used solely for
communicating with the public in relation to personal activities and opinions.

(c) "Social Media" means websites and services that focus on creating and fostering

online social communities and connecting users from varying locations and interest areas,
including without limitation social networks (Facebook, Linkedln, and Nextdoor), instant
messaging (SMS), blogs, wikis, online collaboration (SoundCloud), microblogging (Twitter),
status updates, online forums and discussion boards, chats or groups (Google Groups, Reddit,
Yahoo and Whirlpool), website link sharing, video conferencing, virtual worlds, location-based
services, VOD and podcasting, geo-spatial tagging (Foursquare and Facebook Checklin), and
photo and video sharing (Flickr, Instagram, Snapchat, and Youtube).

4, Personal Accounts to Be Distinct From Official Accounts

@) Personal Accounts and Official Accounts should be distinct and maintained
separately. Personal Accounts should not be used in an official capacity. The name, title, tag, or
link of a Personal Account should not include language that would indicate that the Public Official
or staff member is acting in any official capacity when posting on that account. Personal Accounts
should not be created by using a City-provided email. A Personal Account that violates these
provisions is at risk of being deemed an Official Account, regardless of when such Personal
Account was established and for what purpose.

(b) Official Accounts should be established using the Public Official's City email
account and maintained in a professional manner. Where possible, Official Accounts should
include language that indicates the title of the Public Official and should include a link back to
City's website.

(©) Failure to comply with this Section may expose both the Public Official or staff
member and the City to risks associated with First Amendment violations, Fair Campaign
Practices Act violations, and Open Meetings Law violations.
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5. Legal Risks

Most Social Media sites require users to agree to terms of service that include such provisions as
indemnity and defense clauses and applicable law and venue clauses. When a public agency
creates an account on a Social Media site, it typically must agree not to sue the site or allow the
site to be included in suits against the agency and requires the account owner to pay the site's
legal costs arising from such suits. Most terms of service also assert that a certain state law
applies to all legal actions (usually California). Because of these provisions, any Public Official
or staff member violating the terms of service while using an Official Account exposes the City to
significant legal risks. The provisions of this Policy are intended to protect the City from such
risks, and thus compliance with both this Policy and the terms of service of the Social Media
platform is mandatory. Board members and staff who are not prepared to comply with this Policy
and the individual terms of service should not use Social Media.

6. Monitoring Speech and Access to Accounts

@) Access to all Official Accounts must be set to "public." Because Official Accounts
are public forums for First Amendment purposes, no member of the public may be banned from
accessing an Official Account.

(b) Comments for a post may be turned on or off. If comments are turned on, no
member of the public may be prohibited from submitting a comment. However, comments may
be removed based on the following criteria if carried out in a viewpoint-neutral manner:

i Comments that are obscene, sexual in nature, or pornographic;

ii. Comments that are defamatory or constitute harassment;

iii. Comments that promote illegal activity; or

iv. Comments that violate the intellectual property rights of the City or others.
Removed comments must comply with the standards for preservation of records under the
Colorado Open Records Act.

(© Alternatively, comments for a post may be turned off (to use Social Media as a
one-way communication tool). Comments may only be turned off for the entire public and may
not be turned off for individuals, including individuals whose comments are repeatedly subject to
removal.

7. Unlawful Meetings

Of particular concern for use of Social Media is the risk of violating the Colorado Open Meetings
Law. Under the Open Meetings Law, all public business must be conducted in public, and a
meeting of more than two Public Officials must be noticed and open to the public (and a meeting
can be electronic means, including Social Media). The dynamic nature of Social Media and the
sheer volume of posts may make it difficult to track who is involved in the discussion and detect
when the line has been crossed. As such, Public Officials should not communicate in their official
capacity with other Public Officials on Social Media by commenting or messaging, whether such
communication is public or private. While informal communication with constituents is generally
acceptable, lengthy discussion of public business in such a manner is risky, especially if it involves
other Public Officials.

8. Confidentiality
No Public Official or staff member may disclose on Social Media confidential or proprietary
information acquired by way of their official position. This restriction applies whether the

information is disclosed on Official Accounts or Personal Accounts.
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9. Communications on Personal Accounts

If a Public Official discusses City business on a Personal Account, that Personal Account may be
deemed an Official Account. Posts on Personal Accounts that include discriminatory remarks,
harassment, threats of violence or similar inappropriate or unlawful conduct, and are intended to
bully, disparage, or harm the reputation of the City may subject the Public Official or City staff
member to disciplinary action under this Policy.

10. Preservation of Public Records

Content published on Social Media that relates to the conduct of governmental actions must be
retained and managed by the City in compliance with the Open Records Act. Public Officials and
staff members should be prepared to treat each comment, post, photo, and list of individuals
connected to a Social Media site as an open record. Absent exigent circumstances permitting
removal, content on an Official Account may not be deleted. In any case, content shall not be
deleted from an Official Account until a screen capture has been taken of the offensive content
and preserved according to the records retention schedule. Content on Personal Accounts that
relates to City business must be treated in a similar manner.

11. Security of Official Accounts

Public Officials and staff members should use necessary care to maintain the security and
integrity of Official Accounts to prevent the unauthorized access or posting of content. Account
passwords should be changed regularly and immediately after the password or Social Media site
accessed using the password has been, or is suspected of being, compromised. Passwords
should not be shared with any other individual or entity.

12. Enforcement

Failure to follow this Policy exposes the City to significant legal risks. Therefore, the failure of a
Public Official or staff member to follow this Policy may result in disciplinary action, including
public censure or removal from the Board, as appropriate and permitted by law.

13. Distribution

This Policy shall be distributed to all current Public Officials and staff members and any future
Public Officials or staff members upon accepting such position.
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WORKPLACE VIOLENCE AND INDIVIDUALS OF CONCERN

The City of Northglenn is committed to maintaining a work environment free from intimidation,
threats, “bullying” or violent acts. Thus, the City will not tolerate violence or the threat of
violence, whether physical, verbal, or non-verbal, directed toward any City employee or City
elected or appointed official on or off the job, by any individual. This includes, but is not limited
to:
¢ Intimidation, threatening or hostile behaviors, “bullying”, physical abuse,
¢ Vandalism, arson, sabotage, use of weapons, carrying weapons onto City property,
unless allowed by a duly authorized permit in accordance with state law,
e Odd or offensive comments regarding violent events and/or behavior.
e Any other act, which, in the City’s opinion, is inappropriate in the workplace, or is
inappropriate in the course of the individual’s employment to the extent it does not occur
directly in the traditional workplace.

For purposes of this Policy, the individual demonstrating the behaviors described in this Policy
shall be referred to as the individual of concern or the “IOC”, and the behavior of concern is
directed towards any City employee, or City elected or appointed official.

Acts of violence or the threat of violence, whether physical, verbal, or non-verbal, directed
toward any City employee or City elected or appointed official; by the public, those doing
business with the City, or any other individual shall be taken seriously and shall not be tolerated.
Threats usually take the form of one of the following:

1. Direct: The individual is straightforward in their statements. Examples would be
verbalizations such as ‘| am going to kill the City Manager’, or ‘| am going to kill the next
person who comes on my property’. All Direct Threats must be taken seriously. If they
broadcast it, you must believe it.

2. Veiled: The individual will make a verbalization that can be interpreted in different ways.
Examples would be verbalizations such as, ‘There are two ways to do things, your way
and my way’, ‘I can understand how people can get to the point that they would need to
come down to city hall and kill people in order to be heard’, ‘l don’t get mad, | get even’, |
saw you and your kids at the store the other night, nice kids and | hope nothing bad
happens to them’.

3. Conditional: Conditional threats are a compound sentence starting out with either the
word ‘IF’ or the word ‘OR’ and will be followed either by a direct threat or a veiled threat.
An example of a conditional threat combined with a direct threat is “If someone from the
city comes on my property again, | will kill them”.

Detecting the Early Stages of Workplace Violence

e The City as an organization must help create a culture of reporting in order to detect
various threats that individuals might not encounter in their personal lives.

o Employees and elected or appointed officials must not be afraid to report threatening
behavior and know where and what to report.

o Employees should be encouraged to report even minor incidents to their supervisors,
Human Resources, or the Access Northglenn Application for evaluation and action.

o Elected or appointed officials should be encouraged to report even minor incidents to the
City Manager or the City Manager’s designee.
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¢ The Access Northglenn Application (“Access Northglenn”) is available to the public,
provides a platform for employees and residents to report conduct that may be of
concern, and provides a repository for addressing the behavior described by this Policy,
as well as a tracking mechanism for managing the response.

e Early identification of risks provides the City with the opportunity to intervene before
there is a crisis.

e Once risks are identified, they need to be promptly evaluated as to the intensity,
imminence, and potential for harm.

e Productive evaluations can provide information that can be used to defuse, resolve, and
reduce the risk of violence.

Reporting Methods:

Depending on the urgency and the level of threat, any employee or elected or appointed official
who is aware of or feels subjected to any of the threats listed above should report the incident to
law enforcement, a supervisor, Human Resources, or the Access Northglenn application. If at
any time the employee feels they or another are in immediate danger of bodily harm or injury,
the employee should contact 9-1-1.

Urgent Response

¢ If at any time the employee or elected or appointed official feels they or another person
are in immediate danger or bodily harm or injury, an individual with knowledge of such
circumstances, including a supervisor or Human Resources, should immediately contact
9-1-1.

o |If an employee feels they are in a situation that needs immediate attention, but that does
not rise to the level of requiring law enforcement assistance, they should contact their
supervisor or Human Resources

e |If an employee wishes to report conduct, is not in any immediate danger, or wishes to
remain confidential, they may utilize the Access Northglenn application.

Access Northglenn — Less Urgent

e Utilize Access Northglenn Application to report all troubling behavior in the workplace,
which is a platform to allow employees and residents to report employee conduct that
may be concerning.

e Provides a repository for troubling behavior as well as a tracking mechanism for
managing the response.
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WORKER'S COMPENSATION INFORMATION

General: All employees are entitled to benefits as provided by the Colorado State Worker's
Compensation Law for injury or illness arising out of and in the course of City employment. Please
refer to Colorado Revised Statutes and the informational handout provided by the City for information
regarding benefits.

Worker's compensation insurance covers only injuries arising in the course of employment.
Employees voluntarily participating in recreational/fitness activities and who are relieved of and not
performing any duties of employment are not considered to be acting within the course of
employment, and therefore injuries incurred while engaged in such activities are not compensable
under the worker's compensation laws. Employees should contact their personal medical provider
for medical care for injuries sustained while participating in recreational/fithess activities.

Reporting of On-the-Job Injuries and llinesses: All on-the-job injuries and illnesses must be reported
on the required Employee Injury Report and forwarded to Risk Management within 24 hours, or as
soon as possible, of injury (refer to Safety Manual for additional information). Failure to report an on-
the-job injury or iliness can result in a reduction in benefits as prescribed by Colorado law.

City's Occupational Health Care Provider: In the event of an on-the-job injury or job-related iliness,
the employee must contact and utilize the services of the City's designated occupational health care
provider.

In the event of severe, traumatic illness or injury (emergency conditions), the employee shall be
transported to the appropriate emergency medical facility and contact the City's designated provider
for follow-up purposes.

Failure to utilize the designhated occupational health care provider may cause the employee to be
liable for medical expenses.

Return to Work: In the case of any on-the-job injury or job-related iliness, a medical confirmation of
the return-to-work status of the employee shall be required and shall be provided by the City's
designated occupational health care provider or other designee, on or before date of return.

Injury Leave: Employees that sustain on-the-job injuries or job-related illnesses may be afforded
time off for medical examinations, and physical therapy required by the City's designated
occupational health provider. Such appointments shall be scheduled with the approval of the
supervisor.

Family Medical Leave Act (FMLA): Three or more days off work due to a Workers Compensation
injury will be counted toward Family Medical Leave Act (FMLA) entitlement. See FMLA guidelines
in the Employee Handbook for additional information.

69

CR-118 - Page 73 of 73



	SPONSORED BY: MAYOR LEIGHTY



